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W T EEYBENIINEERFERER AR, HE  BEYN TGS

JEHBRE  FRHRS S SRR KEE S ? O330m2(100 FF) @6

60m?(200 #) D990m?(300 ¥F) @1320m?(400 Ff) -

g T REYVEAN/NEERERER AT, FiE  EEYRNIBRGE
ZEAFENRHGES  JHAl SRS DIERERE —/KEZHE? O
30-60 cm @260-100 cm (3100-150 cm @200-300 cm °

RE T REYENINEERERBER MR ) HE  BEYRN T

B BeEEEEMANZERNER > R Z &/ N TAEZRBIR S R ?

D60 ecmE x200 cmEx90 cmizE @60 cnE x300 cmmx60 cmzE 100 cmE x4
00 cmEZx100 cmdE @100 cmZEx500 cmpzx120 cmi%E

g T EREYREANINEERERERTREE, FE o s[EEZE 1
S FEEREIMEZREE? O3 fF @6 & 12 & D15 & -

g " REYEANNEERERERRE , HE o AFLARES T
R EA DR EEIMEZ BB T ? O3 F @6 & 12 & @15 &

Page 10 of 70



74.

75.

76.

7.

78.

79.

(3)

(4)

(3)

(2)

(D

(3)

- (4)

. (3)

- (4)

- (4)

. (3)

g " EEYEANINEERFRERMHAE  HE > BINEEHERES
DEEBELIANE 0 DA EEE A&IEAI O100m @200m @500m @1000
m e

WRM & B E R EAERS EEAER - BRI RS > ]
REg iRk NAI R E 2 O &G H R EE EAYRE—E @%\T%LB‘ZH
IREREVEER I OF SR MR ERE » & EA & 8 S A E

B DFE Zh e R HEpE N - WHEFERF A EEHEER -

BE IS R 48 s (o FH 4 2 =N 40 4% (unshielded twisted pair, UTP) K [H
WHEELE - T FIR A E IEHE ? O [FEIFHRAVEEL & > Hoa K H e i
FE ] (2% & 4 Y B = {e iy 22 3 T ] ol B 4 1 o = (e iy 20K D [A] il 2B
4B Y B K (e PR R CL B A Y e K PR D4R | BIRAR S VLS
G EHig AR S FR | VEGE -

g " BREVENINEERFERER A, FHE > EEYZSIEE R
BEYN &SR ZBE - BB DR G482 i 38 2 &1
REE T E ? OHLEE#E#E 25m QHEHAE > E#E 120 E O
H-RXEHAERN 0 E OHEShELEE R -

(i r@%%%{é%&{ﬁﬁw%ﬁ SEHEAESHEER ) RE > HES S
SRy - FERGEE > 245 B {a 2 WOLDF @OTDR @WiFi AP @Cable Mo
dem -

RIg TRy EERE L ERREE AN BE o AR R
ARSI ? ORREMAES OBRFERET OXFREY QWM
HAR ETFEAE 1000m2 DAF 2 iR -

i r@’fﬁ%*{aéﬁ{%&ﬁfﬁaﬁ SEMHAEEER ) RE > ES S
FRERY) > JENEEINEE B Ry . DA ImECAREE @ F I B 4R

o @fr%es @WOTDR -

ficig " ERERY)E SR R M B A E A FE o B o] R %
ANEBEEERNE ? OMICHFE OXEIRAcRIR QL EMHEE @ik
GfE -

ig TSV E R MR ESAEESAA HE > AFEEYSI
N > FEMR  EERE R 2 OXAIRIARZE QORARFEM 2

B QO F I8 4% @OTDR -

ficig T EBEYENINEERH S ER AR FE 0 A4 BECRFE

WA 2 - S P (R 48 00 B Ry o] 2 (D100/200P+24C @200/400P+24
C @100/200P+36C @200/400P+36C -

R T EEYBRNINESRERER MR ) HE - A-04-1 HEECLRFE
HUGHE 2 bt F 8O A P RS B By 2 D10/20P+6C @20/40P+6C ®
10/20P+4C @30/60P+8C -
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85.

90.

91.

92.

93.

94.

95.

96.

97.

(D

(D

- (4)

. (123)

(12)

(123)

(12)

(123)

(123)

(12)

(12)

(12)

fciE T EEEYENINE SRR ERMTEE , T - BOLE A ER

s > HRMRESSMEEHE ? OITU-T G.652D/657TA @ITU-T E.21
2 ISO 50220 @WETSI EN 300 437 -

fciE " BREYE NN EEKRMFERERRE  HE o L& ImEC 4R 228K OL
DF-3 ¥ > oI 5[#E 2 @0 8 Rl 2 D300 @400 450 @800 -

BN 4G 1% (Passive optical network, PON) » REFE R4 E 2 AT

M-PON @Broadband-PON @ Ethernet-PON @Next-PON -

(1234) kg TSR %J:'VSI%%%%&{% SERMAREL , BE > ERYEE R

BEAWE > LTEEE O5[#ERE OiE#E/E QMR ARG OENAC KR
ES

g TREYENINE G AR ERM R, FUE - FA N AR E
MBS ERE R EREERMZZER > Bt OEEE OWEcRE O
Lh s QTR

Rig T EEVENINEERARER R HE > ERIERAERE
RZEHE > HECR A2 - BFEML ? OFEHEEHEHZRGE QK
IRER AL OFENER AL QREGEHILRRG -

RIg T EEVENINEER AR ER RS ) HE > ERIR RS
ZECHETA > BEt 7 OEFE#EE QoK #E OF R WREH
g T EREVENINEER MR ER RS HE  BREYZSIEREN
WEREHE 15m &> ZSIERENREZENE > Ex B%Kﬁﬁﬁ@ﬁ;t&

w2 QEGHME QFEMANAMEGIE O'E PVC EE @PVC &

ﬁ%?)% "EREYIBENINEGERHERER A, HE > TYIWEBENER
wFeilE 2 ORFEYEMUER QFEEA(E OFHEER @D/KF
ﬂ‘ﬁl.

g " REYEANNEERFRERHE, HE  EENREYNE
— THfr, EE/VRE | EHRER 2 (HEEHE K T, B85
L ? OEE QL= OFF @HIFT -

Wi " REYEANNEER R ER R FHE o T EN &R

i 7 OB A UEMNEE QWG AEMNEE QR GAEMNMEE DR
AHEEREHE

(ARREME) (i T R ?@*%%ﬁ%&wﬁaﬁ S EEHEEAA HE - ®

NHIREERSL T - Wi RRYEREEEE ? ORFYHFADLESL
B 24 0F O EE S @L)\J:H S H N E 2 R Q5[ E S
B 20 WL B3 @SEEEEEER 20 LI THE -

g TRV RSN EERERER T, HE  BRYAREZSE
BE®R  MENRBEE R - B H Rt B E - T 5 Rl L
1t ? O—BOREYIHE 2SQL1T® BEEREEZERYIAL 10QLL
T @O—BIEEYIEE 1SQLUT OXEBEBEEZZEEYIHEMLESQUT -
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98. (1234) k¥ " EEVENIINEERERER MR , HE  BEYRNZEFR
EFKEEE - I EHTYILEME ? OBESGHTFELIGEPVO S
B(E) QEHHME QA #EREE OEEFHABTALEEPV
OmEE -

99. (123) k¥ "EEVMENINEFER MR BERMAE | FE » BN ENECRIE
T’E TR TERE ? OBERE NERMIREEREESN - A o] B E A

RES I (4 88 RN It S N v 2 1 GBI A S DA T ik Tl R B @ BN 4R 48
(Ka‘ﬁlﬁ%&%%ﬁ)wﬂﬁﬂéﬁ%ﬁ% 90 m @ENECLGH BERE T #N
BE -

100. (124) k% " EEVENINE SR FHHRBERMRE , HE > BNEEYENE
e T 0% » THIRCGRIFLEERE 2 O GE B 2 S HEAHERERE
IME 6 fELL E @QEHAEAERN 0 & OB AN G#EE 3 K OFFEF
BEARMTIEANBZZSE -

101. (234) & P (Client) /¥ WLAN rRz#igy » FE R 7 OMmEUF Bl QM
HrE R Q% F I fie 4f AR HHE DG & (AP) -

102. (34) THIWRLE e RS e f 2 OFRIBENE QB HE QE#& @OH]
R -

103. (23) RS - TR ILE EHE © OB e B E bl =
B ALK QABEFEERE ABR K EEK S BARRT QX Rl
S EF(Optical Time Domain Reflectometer, OTDR) 7§l 5 [&] S8 7 715 ' i &
RENHETH @FEERESE B HE RS HiahEgkE -

104. (123) BEFA S48 TTiR - ARG IE7E 2 OyE4# & 23 (Coupler) AT 25 ¢
G E— I @4 & 28 (Coupler) A] i — % 77 i 2 2B i ) QL4
4% 2% (Connector) Ry e 8RB L RS B X B E T D% L& (Wavel
ength Division Multiplexer) {8 T 84 W 4 2K 2Ny &1L -

105. (234) B R~ a8 A S 50T #F(Universal Serial Bus, USB) /1Al » K FIEI I £L 1
B 2 Ov] EB iR % (E B4 E @B (Plug-and-play) > di8E B 8l
BEHIREERHREIR QEBEIFFE @USB 3.0 {Hilg 2R3 0] 722 5.0
Gbps -©

106. (13) HHIRLEE B 2 BEE 2 OHFEHER OEiEff OFEER OESKRHER

107. (234) THIRLL Fy 4 B i 832 2 FoAR LA 2 OEOLEE Q@) OFEHESE @k
LLEg o

108. (123) THIRCLIFLELIERE ? OFESREBEREEENE T Hn T HE Q&L S
A P& LR - AR B ER SR D NI T DAY & RHE 2R @
o aEa REEE  HAER B R EWENTE -

17200 EERZRE% 24k T/ETEE 03 @ YRR ZRER 4R
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10

11.

12.

13.

14.

15.

16.

. (2)

. (3)

. (3)

(D)

. (2)

. (2)

. (2)

(D

. (3)
(D)

(3)

(2)

(2)

(1)

(D

(4)

— Class C 48P% DIAGER I = 255.255.255.224 VIE| Rk 4818 » A U] 5 26
MEREEE 2 D16 @8 @4 @2 -

T By 216.35.12.98/26 Al ~ F49F&AY o] 1P daE 2 D216.35.12.
1~216.35.12.127 @216.35.12.66~216.35.12.127 3216.35.12.65~216.35.1
2.126 @216.35.12.129~216.35.12.254 -

Cat 5e UTP 4p A& B ELHR 2 D1 @2 @4 @8 -

TFIMAE By 221.35.12.200/26 Friz 2 FAERE ISR (bl 2 D221.35.12.1
92 2221.35.12.128 (3221.35.12.40 @221.35.12.0 -

IEEE 802.11 REZWEEIRE M 2 O4LIME QY OBEEM @
HEFYIEE -

RS232-C Z@ A ol g =0 2 OPFIEN @ FIIERE D QWi FIIEFE
& @AFEZ -

TR A RE R A S M EE A 2 (D255.255.240.0 2255.255.242.0 325
5.255.255.128 @255.255.255.192 ¢

T %I{a] & IEEE #2577 % () CSMA/CD ? 802.3 ©802.4 (3802.5 @8
02.11 -

ARG E A EEEZ /DMt 2 D128 @32 @48 @A &) -
BEEHFR o THECEE B 2 ERE (i ik R EE K Ry e 2 D0.0.0.0 X 0.0.0.0 @
0.0.0.0 F 255.255.255.255 3255.255.255.255 K 0.0.0.0 @255.255.255.2
55 Kz 255.255.255.255 o

HEE A CIDR 4 16 40 Class C 2 IP firhk 199.1.16.0~199.1.31.0 A5
— g HIFB 4GRS #E B (Supernet Mask) & 2 @255.255.248.0 @255.25
5.252.0 (3255.255.240.0 @255.255.255.248 -

4 RE AN B IA 145 Class C 200.119.101.0 BT A host » HIE 2 HY

Hb Az 1k By fa] 2 (D255.255.255.255 @200.119.101.255 3200.119.101.0

@0.0.0.0 -

200.119.101.5 ZEiAEH 45 [E — 48RS H FTA host » HIES (L2 H Wy A bk &
Fofal 2 (0200.119.101.255 @255.255.255.255 30.0.0.0 @200.119.101.0

FhERE = (BERE - BERE - BB S > ARP request 52 ARP reply 47 Bl fE
= ? OFERE > Bk OFERE > Bk OFRE > Ef OFER > B

£ Gigabit Z K45 S E 25 5HHE B EHAE =~ P WY TP I R R T 2 (D96 Bit
Time @128 Bit Time 386 Bit Time @48 Bit Time -
"EEVENINEERERER AT BNEANLSE ZRERE
THEARIERE 2 OB E 30 cnbl . @FEFIE B #2 g ¥R ThEE
MEEET OFANEA 110V BEREE OREANRFREEANSEZEHE
B4R =B LIRAR By 2 > Wik B B GG E -
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17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

(D

(2)

(3)

(4)

(3)

(2)

(4)

(4)

(2)

(4)

(4)

(3)

(4)

(4)

(3)

(3)

(1)

B MAC fr sk EER B OSI Hiff—g 2 O&ERHEEKE Qe O
=g OERRE -

B — T 4 B 1 B A R Y IEEE 802.5 488% 2 (DDirect sequence @T
oken passing @CSMA/CD @WCSMA/CA -

OSI Wf— J& & & s HE E 7 (Frame sequencing) ? OERE/E QHEEE O&F
wHirkfg QAR -

POP3 #£ TCP/IP #Y#& 5% Al 2 @UDP Port 21 @TCP Port 23 @UDP Por
t 25 @TCP Port 110 -

CSMA/CD Z/&* IEEE 802 HHIf—IH{EAE 2 (1D802.1 @802.2 (3802.3 @
802.5 o

BB DL IR E AR A B B e 2 B e ggEg ID 2 OIP EEEE ©
T4 E O ak R @MAC firdk -

N ANRAE TP fiz k2 Class C firhl 2 @10.20.30.40 @140.30.50.65 (3230.
20.35.14 @200.17.45.15 -

R{[E Class Y IP fir ik F i 2% #& (Multicast) & 7 @Class A @Class E @
Class B @Class D -

& £ 1P firsik 2 hostid #4578 2/ Mir e w17 40 (| subnet 7 (D10bit
@6bit B4bit @8bit °

#4 CIDR » TAIHE4H IP fir /Y 192.168.102.0/23 1?2 (1192.168.102.0 &
192.168.104.0 2192.168.102.0 & 192.168.101.0 3192.168.102.0 & 192.
168.100.0 @192.168.102.0 % 192.168.103.0 -

THaE B EEC/28 B TR S 2 D255.255.192.0 @255.255.240.0 @
255.255.255.192 @255.255.255.240 -

AW AE 4 B8 iz ik N B AL A 1P #E 2 D172.24.0.0 @10.20.30.0 @19
2.167.0.0 @192.168.100.0 -

A% AR EE By 255.255.255.192 I mI{E I 4 S A ik w2 By (D254 @1
28 (D30 @62 -

T %4e] PPP F g & H A A PPP 48p& & Ml o & < & 2 (DIPCP @LCP
@X.25 @NCP -

& 5 AT & 0 8 R i E (PAP) foh Bl 0w 3 PPP ZE&RES » & A T fE 55
B OBTEBREZWNIBE QBSHERE R A B ME S S H s
QAT EEE LIRS )T N E R R E S E B A LHE @R ERA Frame R
elay #FEAETT WAN 4R -

4 B DN RAE S B A #R 88 (Switch) Fa% B K EHY VLAN » AIAS #A 28 HY IR B 3%
E AW EEE 2 OConnected @Access @Trunk @STP -

MpE A RN T AP A E LRSS s > R ERAH VLAN &

AELE B LR o EEE T & E 2 ©802.1Q @802.10 PlInterswi
tch link @LANE -
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34.

35.

36.

37.

39.

40.

41.

42.

43.

44.

45.

46.

(2)

(3)

(3)

(2)

- (4)

(3)

(4)

(3)

(D

(D

(2)

(2)

(D

A VLAN E{EHTA VLAN By—E04 » fZ% VLAN /9 1D &3 & A ?
D1 #1024 @1 £ 1005 @1 £ 100 @1 £ 4094 -

#EE F O] 5k PC N A ER —HBE 2 EFT4ES > M AN FEBE) PC > [EBRH
f—7f&H VLAN ? (DDynamic @Traffic-based @ Port-based @Protocol-bas
ed o

RIBEAREE ] s €A EEAXARE - AWEAXH VLAN 2 OStatic
@Traffic @Dynamic @Switching -

B —H P 2 FEF 2480 DUERE B FEr EHin s = > AJifE VLAN #5708 2
DSecurity @Broadcast domain @Departmental grouping @Segmenting p
rotocol °

MES R E By IPv6 > ATt E B IPv6o firik - B {EpSH s B E4E
N EIHE RS P2 VABREL N PP B 2 O &6 A —{0 A 1Pve fz
HEVE B @FEJE host table ZKE FEAATHEL IPvo fir ik QEE L7 HUIZEHIIE B
FEAEE A O] DA EL @O B G 3% 18 B RS S HH 195 & (Dynamic Routing Protoc
ol) -

ELHI IPv6 firtk & 2001:0db8:0000:0000:0000:6b00:0000:0002 > T F1HHF A
e IEERNYEE 2 D2001:db8:eb:0:2 @2001:db8::¢b00:2 32001:db8::eb0
0:0:2 @2001:db&:0:eb00:2 -

P& HH B LR E IPv6 firtik > B RS H B M PR A ir bt - DMETEE 2 E R
70L& (DLink-local address @Unique local address Multicast address @
Global unicast address -

PSR A IPv6 - 538 1Pv4 AER&H E]ImHY IPvo 48RS - FEER A Ujffe Ay =
M ZERZ (tunneling) 2 DIPv6 VPN @Dual stacking @6 to 4 tunneling @4
to 6 tunneling °

5 IPv6 &S A1 25/ A IPX ~ IP & DECnet firsik » At/ ® DLA
% /0% ACL ERIIE ? D6 @3 @2 D1 -

Extended IP ACL ¥ Extended TCP ACL A& i ¥z 2 DIP ACL fi#
ELL B AR H #YR > {H TCP ACL HIFEL ¥ JF B H Y38 @1IP ACL R
15 session B B EILARLLE FEIHEE » {2 TCP ACL HIFE @TCP ACL
RL A H kg2 - {8 IP ACL 4% @IP ACL A[EE¥ DSCP &
. > {5 TCP ACL HIJE -

B3 EEEH23EAENE » BHHriy | {(HHEs » £ OSPF 19 & 8 & 5E ik

% > BT ABANS > FhWT RS i Es (IR B4R R UGS 1 {E hello EE 2 O
BEIAMEISER KL 1 22 /N @KL 10 7 QFEsE 5T OSPF &40
JH B RS B 28 A RE BEUY hello B @K%Y 100 #b -

R4 & DA RS 88 U) 40 Ry B 4 35 > By 4 ek i R =3 A I FE =22 KU\ LB 3%
o —fEFEELFHUNAE )54 2 DPath truncation @Route summarization @
Efficiency processing @Route reduction °

B 2347 OSPF fihshs » 341 LSA TR 20k 2 IEHE(SUBE ) s (DBG
IERE OQF 10 I RO\FBR1 X DF 307 1R
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47.

49.

50.

51.

52.

53.
54.

55.

56.

57.

58.

59.

60.
6l.

62.

(D

. (3)

(2)

(4)

(2)

(4)

(3)
(2)

(2)

(2)

(4)

(3)

(2)

(2)
(2)

(4)

I 2 HE A E Loopback » H& {B4LEE A A RID (Router ID) ?
O R E Y/ im i/ 1P Airklk @0 ZEE% E Loopback {iz HEHL#S RI
D Q@ HEFRFREIN NS & A 1P Arht @ 2= 1 ArA 1 m i/ 1P AL
fE e

OSPF IR I & — L MM - BF L EMEEEE - TR0 A& E
W ? OANEEEHE (IR) BEBAHERNIE ORI A ERE
REEH2s (ABR) AFAE T E O1F OSPF 48R&th B A 248 18 A h &5
(ASBR) BEZICEEHE N @FE OSPF BEE b 2 i de /A5 E -
NHIa & H A LLET B OSPF B& & A (Path cost) 7 Whop B H @FHE O
click #t @ ZEE K& -

MR ERE IR A ES R1 » 0f 192.168.176.0/21 AYES € 3%48 R1 - HIRA
A firak 2 B e itss R1? 0192.168.194.166 ©@192.168.159.55 @)1
92.168.183.255 @192.168.179.10 -

g & static ~ RIP ~ IGRP ~ OSPF BRAHEHRE » B DUA] B8 d {8 ot (8 1%
Zklk 2 OIGRP BEH @static FEH QRIP B @OSPF B&H -

RIPv2 A& B EHE#E (Administrative distance) 5&1{a 2 @90 @100 @110 @1
20

A ER 255.255.240.0 19 CIDR L A 2 D/16 @724 D/20 @/32 -

T I RIS 4 i A BE A Rk /28 P (D255.255.255.0 ©255.255.255.240 B
255.255.255.224 @255.255.255.192 -

THIEEFY RIPv2 Z #afifa & IR HE 2 Mmulticast BFrArdk & 224.0.0.7 @d
istance vector routing protocol {# F hop count 58 @FFEHLHH S & MD
S Rl @TES 2~ holddown timer A 240 b

N E AN ZE R H i E 27 ORIPv2 @CDP @EIGRP @BGP -

BGP & 1E Moo & & B B E 2 OLEHHost) @F 48P (Sub Net
work) @ UEIKAGEE (Local Area Network) @ H & &%t (Autonomous Syste
m) °

TCP &R LA T E & 5 A [ 4R 2 DIP {irhk @3] 5E OIP firhk+i&
9% @MAC firhk -

Classless P& HH 7 € & F& N Ty ER T 2 QoS @VLSM @VPN @RIP

IEEE 802.11b ¥ FHWMESEES 2 OSGHz @2.4GHz ®1.4GHz @11MHz -

& Multicast ~ Broadcast ;2 JE 1P B FE & W (tunneling)iF > F (A T
faffE A=, VPN ? DIPSec @GRE @ Triple-DES @WIKE -
e edt s ERCE R AR E > FEHRAER S VPN 2 DEnterprise r
emote access VPN @Wireless VPN @ Remote access VPN @Site to site
VPN -
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63.

64.

65.

066.

67.

068.

69.

70.

T1.

72.

73.

74.

75.

76.

T7.

78.

(4)

(4)

(4)

(2)

(3)

(2)

(3)

(3)

(D

(3)

(4)

(2)

(2)

(3)

(D

(D

BHBEARE > REIERHES T HEME @AM - T E TR (redu
ndancy) 2 % B 21 2 @Core switch @Access router 3)Server
Access switch @End-user access switch o

Bt e g sR 2 n] M > EREUAFERLET 2 OClustering @Token Rin
g @CSMA/CD @Redundant topology -

et FERAEERAE o F5E I H] Multicast & Broadcast ~ B3 MY Topolog
y ~ i Spanning tree loop > H Cost/EERESE & » [ER I ELE KK
2 Otz OfBHEEEE @Layer 2 X3 @Layer 3 &gy o

PING 54 # H ICMP fa[fEAI =, code ? (DRedirect @Echo reply @ Sourc
e quench @Destination unreachable -

£ PPP fop € A2 » LCP foh & =& 1= B (8 P& B #1717 ? D Authenticate @Ne
twork ®DEstablish @Terminate ©

P ER ER A T P A D RE 48 (relay) M RSV E ORI EHEL 2 D FE 2 =08
RS QR E EAT . (B 176 BRI 3 (50 (O BA 45 B g R 4 -

T E B REAAEN R &S] 2 OStatic B2 Default @TCP #2 UDP 52
# (DDistance vector B2 Link state @Store B Forward -

T E A R A E R E R B ZENHF 2 Dsegment header+netw
ork header+data+frame trailer @segment header+network header+data+se
gment trailer @frame header+network header+segment header+data+fram
e trailer @frame header+segment header+data+segment trailer °

Frame Relay £ OSI Wf—J&@##{E ? OLayer 2 @Layer 3 @Layer 4 @Lay
erl -

— R ARER 0 49E% ACL JERR E N 2 OMEHMEES QRS OFEFIRE
Iy DE g

HpspgHEs T 2 ACL 2 My & 45 2 DAccessibility control list @A

ccountability control list @Assessment control list @Access control list

N5 {a] & [ A {5 8 i (Transport layer) i E 2 OUCP @QUDP @TDP @FT
P °

UDP segment 2 A] Z& & TR E e fit 7 OHEESE e OFEH &€
QU s fhE O FHgEd e -

NI By ARP fi @ 2haE ? O Layer 3 HAVfz4E @ HBABH#E Layer
4 FBIRFAVREL @ FH LS FE TP firtk 81 MAC izt @ % H EREH B F ik
RS 1P firdlk -

B AETT RS OAEES > TYI RO & IERE 2 OEMRFHE OST 2 F A 5
%?JFFQ R JEHE QEEFEEE OS] @b 2 Elg Qe E
i3 E R @FELIEER T 2O OST 2B R fh iy (E—g -
E&%@@ﬁ%@ﬁ% R > A ERE 2 O Layer 1 BZh @1E Layer
2 s @ Layer 3 Bt @71E Layer 7 Bi4A -
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79.

83.

84.

85.

86.

o0
(02e)

90.

91.

92.

93.

94.

95.

(3)

- (4)

. (2)
(D)

(4)

(4)

(3)

(2)

. (3)

. (3)

. (3)

(4)

(2)

(3)

(3)

(1)

(2)

ICMP & F%I# 2 455 2 Dlnternet Control Message Parameter @Inter
nal Control Message Protocol @Internet Control Message Protocol @Inte
rnet Control Message Performance -

Telnet £ OSI S FBEAI Il — @i € ? OLayer 1 @Layer 5 @Layer
6 @WLayer 7 -

DES AR M EEZZ /D bit? D64 @56 @512 D128 -
THIe R Rt LAN AV ERREEE 2 O H 23 (Router) @& #2283 (Bridg
e) @A (Switch) @EELEZ5(Hub) -

GRS > TN A EERA Layer 3 82 AV HAY ? O meF LAN &[H
HF4Ers @ mafid WAN ##E QR MMERHVEE LS @RI LAN BV KR
JN o

TN FI ] Fil 55 A AT FHLBE 4 B S 4% (Broadcast) 7 DZE4R 23 (Hub) O1E#:Es8 (Br
idge) @Layer 2 AT# 88 @EE HH & (Router) °

T~ )] el 35 A 0 & 70 R [EI W 4E & (Collision domain) 2 DES HI 88 (Route
r) @Layer 2 2 #ags Q4R a5 (Hub) @& #2283 (Bridge) -

IP firik %5 172.16.30.56 B - FHELAEES ID(Network ID) Ko faf 2 D172 @17
2.16 3172.16.30 @172.16.30.56 -

IP firtk Ay 172.16.30.56 Kf » FHELEI B ID(Node ID) Ffef 2 D172.16.30.56
@16.30.56 (330.56 @56 -

1P fir k%6 1 {Efzc4H B 11010111 BF > B T 5IHME S A0 (Class) 2 DCla
ss A @Class B @Class C @Class D -

IP firsik 5 1 Bz jeél & T FE FEF » &Y Class B #8p&firik 7 D01XXX
XXX @Q0XXXXXXX @IOXXXXXX WDII0XXXXX -

s firak £y 172.160.0.0 » FHEEE I EE fy 255.255.255.128 » AT UIEIH %70
{iE T~ 4% (Subnets) ? 1024 @64 @128 @512 -

WA E p& 78 2 WAN I/ > HE R 1P a3 E B O192.168.1.32/2
7 192.168.1.33/27 @172.16.18.255/22 > 172.16.19.1/22 (3)192.168.3.6/3
0> 192.168.3.7/30 @172.16.19.255/22 > 172.16.20.1/22 -

RIP(Routing Information Protocol) & FH{ i€ @ THEN BEF 20 A & ik H 5E B
EEHFRGRT A T E 2 O10 7 @20 # @30 ¥ @40 #) -

RIP(Routing Information Protocol) B¢ I € @ E Ffx =HY Hop count /&
@5 @10 @15 @20 -

Kol 1 48 % 28 A2 2 S (Loop) » #9E& AT HAZS (Switch) FEER F K 71 {of #& IEEE
W 2 (DS02.1D @802.1Q 3802.1G @802.1X -
RIRAI4ErS BB E A E - o E4RE S #ES (Switch) Bk H VLAN(Virtual
LAN)HPEEREE B > & [EEE 228 & T3 2 802.1D @802.1Q ®
802.1G @802.1X -
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96. (1)

97. (2)

98. (1)

99. (1)

100.

101.

102.

103.

104.

105.

106.

107.

108.

109.

110.

111.

(2)

(4)

(1)

(2)

(2)

(4)

(1)

(2)

(2)

(3)

(2)

(3)

e ANSI/TIA/EIA-568-B3 #i#i » 62.5/125 1 m ZHYE4EAT 850nm i &
T EAERE B 2 3.5 dB/kn @1.5 dB/kn 31 dB/km @)2.5 dB/km

fix ANSI/TIA/EIA-568-B3 #{#&i » 62.5/125 y m ZHYE484E 1300nm 7 E
T BARERME A 2 3.5 dB/kn @1.5 dB/kn @1 dB/km @2.5 dB/km

ficig TEREYVBENINEERHNRERHEE | HE - LB B &P
B2t HE i RERESRN R E > EEBEE > AEONE
/DEEEE 2 D25mm @35 mm @50 mm @60 mm -

ficig TEREYRBENINEERFER BRI, ST 0 BN CE S
RIERT & ISR 2 HE » WM ERER > £ TR HR1% > PMEHRFEE
ARG > RIZERFF R /N R EIMER %2 2 D10 5 @15 52 ®
20 f% @25 f& -

et TIEREYIE NN EER MR E R ATRE | FHE 0 BAOLE 2 Sk
RIEFT & BUSE R 2 HE - RS AR - R UM IS R a] /N B 48 41
RHyfE 2 D10 £z @15 % @20 5 @25 f -

fic ANSI/TTIA/ETA-568-B3 #i# - BB B as SR AVBEE AT 2 O
REdm @4t Q% DER -

fic ANSI/TTIA/ETA-568-B3 #i# - 2B as SR AVBEE AT 2 O
REE Q4ALE Q% QM -

HE A S O R 1% > B AOLBEERE (dB) K FFIE 2
0.2 @0.3 0.4 @0.5 -

LI CBAT B & (A S U 1% > &/ NEHEIEL (Return los
s) (dB) R M 2 D18 @20 324 @26 -

B A L B S (B BB U B & 0 BR/NEIE RS (Return los
s) (dB) R MHIfE 2 D18 @20 324 @26 -

AR IR AR AR T > DA E SR I A BR e EE 2 O BAER A (Service
Set Identifier » SSID) @MAC firdit @Port w5k @IP firdk -

TNEE A B E i EE R A ZEE A (Deployment model) ? MPrivate
cloud @Home cloud @Public cloud @Hybrid cloud -

BRI o BT 5 A By & 28 (Certificate) B8R A R A fEAZAE 2 DISO/IEC 15408
@X.509v3 @BS 7799 @ISO/IEC 27001 -

BUENEHEE ZAOA R ? @E@ES’%E’] Zk QEMHE D ER O
RE BRI PR A S IR @ fr & REAY BT AT

FEMHEE RS - [FR 2 2 RS B T A —IE 5T 2 O
B @2 T QOIEFD Hil OEMEM -

AR —IEA & SaaS AIfTHYETE J50A 2 OFEMH A O IR OFEH
HHEERE OFERHETE -
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112.

113.

114.

115.

116.

117.

118.

119.

120.

121.

122.

123.

124.

125.

(4)

(1)

(2)

(4)

(3)

(3)

(2)

(3)

(3)

(1)

(3)

(3)

(4)

(4)

T —IHE SaaS ERHELFEBNIEE ? OERSBIEELZS OfFK
miax i QRMHE N 2% OEHNBERESLE -

R R — e A s A R 8 & 50K Public SaaS i 2 DBusiness logic A
@Real time ## @ Bulk consumer data ¥ @Critical #EE -
TENEE Fy TaaS FHEE ? ORI QRS EHE QK Ikl H#E
DEBAE -

THNIE AR E [aaS HHEEF T LISV E R 2 OS5 K @ 4HER
% QOFHUE & Fi% OFE R -

laaS fRHEEHH T F B EHZEHIRE 7 OFEHE Middleware @OfFH
FEELRG OFEHEE R EHE OFEHEEH A% -

T A 2 S b E A FE AR AR S A (Service Model) 2 (D Software as
a Service (SaaS) @Platform as a Service (PaaS) @Information as a Servi
ce (IaaS) @Infrastructure as a Service (IaaS) -

M 9 8 £ R Rk (A dditive Increase Multiplicative Decrease, AIMD)#%
i E A Y T FIE R € 2 A & 2 OTCP Z &Rt @TCP ~
PRZEPEH] QIP Z #EZEEH] WUDP 2 &% -

A 7 K 48#& (Ethernet){# FH Manchester 4Rf% o BLAI 10Mbps £ K4ER&HY
fif1% (Baud/sec) 2%/ 2 OSM @10M @20M @40M -

IPv6 #EEH(Header) Z R & B %/ {E i 7E4H (Byte) 2 D128 @56 @40 @32

% & T %2 (Quantum Cryptography) SEWEEFER » RII N %I 0
B R A PR HE BE DUBE AR 2 S 2 (DOTP(One-time Pad) @AES(Advanc
ed Encryption Standard) @DES(Data Encryption Standard) @RSA -

I 6kHz a8 %% 25— HEFIEHSR 45 sl EE (Signal-to-noise ratio) & 20 77
H(dB) » AIfR#E Shannon & 0] 2 iV ax K ERFZER Bfo] 7 (MTREFEE
it} log,1001=9.967 ~ 1og,101=6.658 ~ log,51= 5.67) (059.802kbps @1
9.974kbps 339.948kbps @34.02kbps

Hiff IP HERESRET » BIFZEHEEEAE ? OFRESR
AR - EE S AEHE ONFFEUES K URL T & 1P ik OFE
J7E 253 BE St 5k (B i & RHE X B8 I H By @ s BUE S5 B R B 1P Ay 48
B -

EV R4 (IoT) EEH » WFfE (6] Bz 23 6 /& LT 28 5 & Im s (P2 (it 1P e 4k
&l ? OEEFERZE ©Web fafkzs GDNS {HEAkzs @DHCP fHAkzs -
IP fir ity R Z(HTE ? OHNRESRER FONERIE ORI
TREANEKER T E O R A S & 1 & CF RS i T Y (o] 72 i
bt @A A EER A S BB R E R AR AL MR B Bz ak -
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126.

127.

128.

129.

130.

131.

132.

133.

134.

135.

136.

137.

138.

(3)

(4)

(2)

(3)

(2)

(3)

(2)

(1)

(3)

(2)

(4)

(3)

(12)

I 47 (i AR AT AR 48 Shannon A FUET 8 H & AE

W=H 10g,(1+£-) » Hth H TR ER A 2 O cEmER Q& OF
N

E @EHEEEE -

T % JF TEEE 802.15.4 H #% & i i\ ioh & P & 2 Z#E AR E: © D868M
Hz @915MHz 32.4GHz @W3GHz -

ZigBee MEEJE ik 2 T MR AEMRET  REE TIIMERE 2 OEARS
tar topology) @i HE(Bus topology) @F R (Tree topology) @HI; K (Mes
h topology) -

ZigBee EH » HNE| EZjghl K fa 2 O4EsE(NWK) ~ #4817 g
(MAC) ~ JEFJE(APL) ~ HH8/E(PHY) Q#EAFEE(MAC) ~ FEFHE (AP
L) - E#E(PHY) ~ #r&E(NWK) @ER&(PHY) ~ #iEFIUZ (MA

C) ~ Mg (NWK) ~ fEF Jg(APL) @A FHUZ (MAC) ~ FEM & (APL) -
dEE B (NWK) ~ Hi#GJg(PHY) -

A FEEE B o A R E Y (1oT) 248 > LB W®REERE? O
BUEZS QP K O X FERS OBEEERK -

A1) e 122 S R B B A o i T U R s e A Y BN 0
{57 FH Dt A SR SIS o ~ EEIREEAMERBYI 2 OMaker Media @Zi
gBee @Arduino @Packet Tracer °

T 2 s s (M2M) R iy & f] 27 O EES S - FAEH
App HEE R T H @Q#FBEMETHEEBHEREMHALE T O %+
DSBS R R OFEE T O EHERTREHIRE T -

FAE B HIEBERE S - HEE RAVEE A FEER R ERER - FrEANS
A S (Chromatic dispersion) » BRI {fECH 7 OFEREEH(Modal dispe
rsion) @ZE (A E(Zero dispersion) Q@K B EH (Waveguide dispersion) @
MR B (Material dispersion) ©

HAENBEIR AR > REDE RIVEAEE — R E R - i e
U PR 22 (Chromatic dispersion) * g fEOE 7 OFERE T (Modal dispe
rsion) @QZE B E(Zero dispersion) @K E i (Waveguide dispersion) @
R B (Material dispersion) ©

HAE N 2 (HE > HEATIE T T ? OFRE Ok O
T Q&S -

FRRE—HENE (iR SRS —0E (i) B frESE
HIST B E G2 - H AR 6 1 BT 5T O , [EZ BA% Fsn,sinf; =n,sinb, °
FEFEERE Y B 2 O ER(Gauss's law) @2 & JFE ¥ (Fermat principle)
QLEH EH(Beer's Law) @HE]J5HE®H(Snell's Law) -«
TR RN KA E - RIS ER N E 2 OB
Q@E T hEEE OLEIIH ORI -

TN 1) R £ e P Bt e i (L 4 R I RS 2 D2.4GHz @5GHz @1.8GH
z @W3GHz -
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139. (134) 51 W0 2 i 4 15 3o 4 B AR R HE B 54Mbps(&) DL B E#g a2 2 (DIEEE

802.11a @IEEE 802.11b DIEEE 802.11g @WIEEE 802.11n -

140. (234) & AP (Access Point) Z #i#% & IEEE 802.11b/g » HI[E B FH T %1WF 3

Channel T g & i gk T-# 2 MChannel 1 ~ Channel 6 » Channel 11 @Cha
nnel 1 ~ Channel 5 ~ Channel 9 ®Channel 1 *~ Channel 3 *~ Channel 7 @C
hannel 3 ~ Channel 7 ~ Channel 11 -

141. (234) A LRI AEEE ARG > WRLE R iE ] 2.4GHz #HF% ? (DIEEE 802.11a @I

142. (14)

EEE 802.11b IEEE 802.11g @WIEEE 802.11n -

YRS IR B AR A - WREE T (E ] SGHz #HE: ? (DIEEE 802.11a @IE
EE 802.11b DIEEE 802.11g @WIEEE 802.11n -

143. (124) % 1P firhk B 161.61.16.85/25 » TFHIFCARIFLL ERE 2 O " /25 ) FRT4

PRI R A 25 (E 1 firn @#% 1P BT fE T 49Rs By EHE 1P & 161.61.16.12
7 Q8% 1P #1 161.61.16.128 f£[FH — T #EE o @Dax 1P FrEHY T 4iks 2 1P
R 161.61.16.0

144, (124) ARAT A 4R ES HH R PR PR A G > P ml m (S 56 & AR T YR EL (5 4%

145. (14)

146. (24)

s 0 (DIEBITEEA A B EE (ADSL) BB % 43 8132 1% (Cable Mo
dem) @— MR E L% DAL &40 5% (Optical Network Unit, ONU)

UAR Lb A i R RE Y R RS K B B fgfg 2 (D% 4 S Brua 181 Q1P fir kR
QML IE B TR O REE -
T B W R ZEESIE R 2 w7 = TR R R 2 O TR
2~ {# R Z (Return-to-zero, RZ2)&wEE @ 7 ERREHREZEN
on-return-to-zero, NRZ)4Rt 3N J7 k2R~ i FIE 95 3¢ & S5 (Altern
ative mark inversion, AMD 4Rt @ T F7 T~ A A ZE K # (Non-ret
urn-to-zero inverted, NRZD) 4wt -

0 1 0 0 O 1 0

> ——9

LG .

*

147. (134) B 245 S BT E 4R B (Differential Manchester encoding) @ | %I IF£E 45

148. (23)

AMIERE 2 O AL el & A E AL = R > #Z4£ J[E2P (Self synchron
ization) @IEEE802.3 CSMA/CD #E& (i FH @O ERHME &"0" » RIFEML
TCHR Y B 4R e TR E BB A B A it DS ERME 1" > RIS AR A 7o i R
oA B R -

B8 7 2 WU R 4R T (Manchester encoding) » THIIFEEFULIERE 27 OIFH
[ 45 (Self synchronization)4m% @IEEE802.3 CSMA/CD 48 {EH @
FE A eI ] IR B (i R B & BB i =R 0" > FEAL yehE ] R R &
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149.

150.
151.

152.

153.

154.
155.

156.

157.

158.

159.

160.

E@ﬁl%?ﬁéﬁﬁ 5 (7 R 1" @AE AL T o ) IR B R B R B %
» FE AL 7T IR ] o ] E & B A B IR B R 0"

(14) T?Jﬂﬂlﬂfb OTDR & ADEAERFFr i F AV R (nm) 7 D1310 @1350 @15
10 1550 -

(123) T HIUHR L G 7 e a2 23 A 2 OFC @SC QST @FT -

(134) fR#% TIA/EIA-568-B.3 fE » THIRLL Rl (ERE 2 OHEESLEIE & 13
10nm TEHAEHERER A 1.0dB QFEENELEN K 1550nm TEAHEFE
RER R 1.5dB @SC #AC 85 (adapter) i Rk £y 0.75dB @& =48
BANFER Ry 0.3dB -

(13) FHIWFEs 2 OTDR B HEAYYE 2 5 2 OB (Rayleigh backscatte

ring) @%E5f (Diffraction) @ IEEFE K &f (Fresnel reflection) @F 51| & (1
nterferometry) -

(23) B OTDR BYZ# > THIWFLLE M FErE 2 OIRE & /EHE S &R Ok
EEE A o AR OB EE AR - &R RG-S @M
SO R HREESHaEE -

(123) &A% < (FHilgmAa THIE G ? O T @QFE T QFE T @FHT -

(134) THIRCAIF L TERE 2 OLLHMNE E RS fa & DUBE S BERY 7 T @B
Rl die 0k [E R {H il 58 2 R BUIR B R Q4LINR AT B ERY) DT 2
— A R - (RINER  (REAR AR E AR T -

(123) %L & Ethernet-10base5 BYFFME 2 OFE A EHHEE O & RHE 2
Ky 10Mbps QO AT HE £ O REEERE 1000 AR -

(123) AL & 2 K 498% Ethernet FYEIREE T 2 O QE#L 48 QFEHE
& D -

(24) LR ARSI BB RE AV BT E B &E sy > AR N T 2 O
AR ELE 4GRS (Wireless Metropolitan Area Network, WMAN ) =] F DL
BTG AN F ISR IS KRR IS @M 4R I I 4% (Wireless Local
Area Network, WLAN ) ## H A B — @Y it = 2N - S E{E R
10 A RN Q4R [E A 488 (Wireless Personal Area Network, WPA
N) WEZERREZEAEHNENEE /] OB ER R @R
B AEEE (Wireless Wide Area Network, WWAN ) AV {6 &5 [& H IR S #R
ENEE Ry =y N T i DEE

(14) BAN SR ERE (Microwave ) > NAIFCICELE A TEME 2 O 2 #i[FE 1E
20 GHz ¥ 1000 GHz Z 4] @& #EH R EM (Wideband) K E#E (Rad
ar) 2 QUK 2 —EE &N » WA M ER 22 O =0y =R A
TEEREEEHMEE > FRERERRGWIRHYERE -

(24) BAREELF (Bluetooth) hE » FAIRL#L UEE%KE%Q OERMEEE ISR
Bk HIPREESEEEE (Slave Device) #i& el 1 i F4EE (Master
Device ) ZFE QI S YA A B AL K 4 (Piconet) - 1 {EFZ&E A
FYAEE L H R H] O3 2 (E 48 (Piconet) XA LHMEEE - AT
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161.

162.

163.

164.

165.

166.

167.

T RR Y A B 8 B P e 48 ( Scatternet) @1 {E#%49 (Piconet) &/DEE 1
EFHEE (Master Device ) MIEEEEEE (Slave Device )

(234) B BEEF BT RS AR IEBEMAL - AR e IR 2 (DES B &L HY R

(14)

(14)

(124)

(14)

(24)

(134)

W5IA 12 @t @QF A (Type) 3R EELAYTESE K (8 FH AV
i (E 8 QFETEE 35 # (Header Error Check, HEC) LA & fE5E 17 (&
BB R R R AR @F 555 (Sequence Number, SEQN ) 2L ##
Wi U B B - BT E e S EE -

B8] 7 4 4 [ = 4 % (Wireless Ad Hoc Network) VS - T FI45it f £ 1
i ? OEGEEHEKREESEENE OFEGIEAJERZH OFfg2
FIREFE O 2 B EZE (Jam) BEER (Spoof) @HEHAL 2 5 Uit
(Source ) {H#54 % HAYNE (Destination ) » H] 4% 25 ([ o 48 &7 B 4 17 54

B8 A 4 AR 4R 49 % ( Wireless Mesh Network, WMN )+ "R 51| 4l B £ 7
W ? ORMHMERAERl QIR BEATEIRE ] OHFF BRI H
ERATAH R ETEL A R LM AR B T2 EEHE -

RE N BF R > E 22 EFEL ( Time Division Multiple Access, TDMA ) * |
FIRL AR e TR 2 D a2 18l {58 A & (8 F A F By R R U @
EEAMERYEE 1 R0 AU A | 908 - Har Al DU Q&M E n] it
ZAEAEREREA - A NEEAENESE N g E S OFER R -E 57
ZAEFEREHE (Frame) - 7ES(EEHE T FHA Y 2 ([EE &RFE (Time Slo
t)

BRI B R AT - TAIRCI R IEHE © O k%8 E (Binary Phase Shi
ft Keying, BPSK ) #f & i FH A A9 52 K T n - E iz T @RS 12 (Freq
uency Shift Keying, FSK) #8& DI# S AVAERFRALIT 0 > BARAYIHEARFR
TALTT 1 @EEFHZ#ETE (Differential Phase Shift Keying, DPSK ) #4
B ERAAEM R | ATV EsR A A tRE:  EAERRE 1 AERHE
B 0 @IE# 84 (Amplitude Shift Keying, ASK) & B —fir o
o (A EEREO ST ZRALT 1 HERIENEORZRALIT 0 -
BN AR HL (Wireless Access ) Fflg 2 Ful - NI AR 2 O
2 EFEL (Spread Spectrum Multiple Access, SSMA ) Fi{ifEEIEEAEE:
i 7E B ORI AR @B 93 B 2% EFH (Time Division Multiple A
ccess, TDMA ) £effy » BREIFRFRE P 03T 22 (8 F P E 2 B0 E R @22
Sy E| %% ELFEHL (Space Division Multiple Access, SDMA ) Ffff » 424
o 2 0 1B A R P Y3 S ) (OB 7 E 2 EEfF HL (Frequency Division
Multiple Access, FDMA ) £l » 55 i &1 A S 09 S8 AR B o7 Bl s 8 A
LR E -

B Y OSI LR ZEfry Dhse 2 Al » THIFLLTERE 2 O Emfg (Transport
Layer) &3 1M In ¥l B E 1% @& R ##ESE (Data Link Layer)
BRI R EAUEES QEME (Application Layer ) & EiEL
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168.

169.

170.

171.

172.

173.

174.

175.

176.

177.

178.

179.

FEAZ 2RI EE OERE (Physical Layer) BE EREEEME
MY BE RS B AR D -

(13) AR B & ik 48 2% (Local Area Networks, LAN)AVELART K 2 OF S
EHEEEAEREN OFKERRER 100 08 QOFESNLEREE @
ERHER R H BR -

(13) BENERER RS > THIRITLE R R 2 OFRACH#EH (Data Swit
ching Equipment, DSE ) &FEH(E57HVETRS @ ERI& Imaff§ (Data Te
rminal Equipment, DTE ) &R EEHASFERERAVEER Q&R
% (Data Communication Equipment, DCE ) f & & i E R e T h 48
R AVETES Q&M E R Higs B AR EEERAE - #HiminE - F
TR~ pARBLZZAE T -

(12) BEPYGR iz uk#5:2 (Network Address Translation, NAT ) > R ZI# i i
LR 2 OuRCDE R Z A3 TP frik @M sa s iy m: @ nE -
MESHY RS OFFRE B ERE -

(124) BER 7y B A HA 4GRS - T FIRCIR LR TERE © OFF & E #Y K A& ©
%LH@E’JZ@%ﬂ/ﬁ L2 QR 528 E) (Jitter) 22 @H & ALK H

EESHEs -

(234) —Fﬁjﬂ;’ﬁ[ﬁibz_IEKJ%E’\ Sl %A ( Data Communications Equipment, D
CE) ? QO#EiE# QO HE @OL KMz @OIEFEAT S

(134) BE 75 (Bluetooth) B E#& 0 » BLFE T 7R (@M Az 2 OFFHUHE (Access cod
e) @ %3785 (SEQuence Number) @FEFH(Header) @& & (Payload)

(124) BE 5 (Bluetooth) Z i K& T DR 1] 43 K f %78 27 (D100mW(20dBm) @2.
S5mW(4dBm) @2.0mW(3dBm) @ImW(0dBm) -

(234) IEEE 802.15.4 #2487 FHERE K] 7 DEE /Y ERVERI (Data latenc
y) @B FoE MR AE RS 22 QRE &RV BE RS 5 5T 25 WA H8Y
BifRMEIm L gk -

(123) ZigBee 498 EHE & MY FH A ? OFsHas (Coordinator) @
A28 (Router) @ %% aE H (End Device) @HEHIE8 (Controller) -

(14) TFHTE R IEEE 802.15.4 HhgfE Z EEIIAE ? OB K= 1 HEGREBIL
ey QEEILEE OfFREE OFEREREE -

(123) IEEE 802.15.4 E#3E HAE(PHY frame) Bl & T HIWBLEME{L 2 OFE 5
(Synchronization header) @& & & EIH(PHY header) @& 8 g & Fl K #
(PHY payload) @#E#E #%5 (Logical link) °

(23) IEEE 802.15.4 2 Superframe ZEf& (A HH Beacon iV 2 E(Beacon Orde
r, BO)Ei(Superframe Order, SO)%#] > T HIF Mo & IEHE 2 OBO A
A E Superframe HY&E @SO HE Superframe 175 53 (Active portio
NIRE @BO # SO HE R EH : 0=SO=BO=14 @& SO=15 #f > 7]
{# F Superframe Z2f% -
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180. (14) fmE430E = 4954 (Wireless Ad Hoc Network) Z TEI= B HE » TEHH
THIBLE R 5% 2 OFE®E A & (Distance vector) @@ HE A JE S F (Dyna
mic source routing) @& EE FH(Zone routing) @## 45 IRHE (Link state) °

181. (134) AE LB EHIEBEIE S > SHST & i3 i 8 & i 8 S 1Y PR 52 (Chromatic d
ispersion) » EEEE T E ? OFEREER(Modal dispersion) @&
iz (Zero dispersion) @ E EF(Waveguide dispersion) @AM
aterial dispersion) e

182. (123) i@ A 2/ VFEEES ML T HEKER ? O% 458 (Transmitte
r) @4 (Fiber-optic cable) @#EULES (Receiver) @& HE23(Bridge) °

183. (23) 51 IR &b 2 P Mg A Y e i 28 S A 2R (M2MD) G s py &l 2 (DR F1 A = &
JFE 23 5 o R VRS Bl — A B B AR RE (O VR 2 RN E 28 L MR AT R B o AR
o RF T R A A DS GE R S B ME B3 PR I I EAES DA M R S R
@RS & R R R R E A E -

17200 8ER4Ea% L4k TIEHHE 04 © @R TH kKB L EEER

1.(3) T R TANA fREFEEFA A (Private) 2 P firhk 2 (D172.32.1.34
@172.15.2.43 3172.20.23.186 @192.169.0.1 -

2. (4) THMEE R 2 TANA R EEFL A (Private) [ H 22 IP firkk 2 @10.23.123.5
4 (2192.168.0.34 3172.18.168.23 @172.32.45.127 -

3. (2) [ANA fr¥ Class B fEfA A 2 TP firbk & & K 2 D172.1.0.0~172.3
1.255.255 @172.16.0.0~172.31.255.255 3172.32.0.0~172.63.255.255 @
172.16.0.0~172.32.255.255 -

4. (3) IANA {r% Class C A AEH 2 1P fir k& E B 2 192.168.1.0~192.
168.1.254 @192.168.0.0~192.168.0.255 (3192.168.0.0~192.168.255.255
@192.168.10.0~192.168.10.255 -

5.(4) IANA R Class A R A(EH Z 1P fzfk#&E F el 2 @10.0.0.0~10.0.25
5.255 ©10.10.0.0~10.10.255.255 3100.0.0.0~100.100.255.255 @10.0.0.
0~10.255.255.255 -

. (2) IANA B4 % Class B AR ALER 2 O8 @16 324 @32 -
(D) IANA {REH %M Class A RS ABEH 2 D1 @4 @128 @256 -
. (4) IANA B %41 Class C SRR ERAABER 2 D1 @4 @128 @256 -

. (2) 200.12.34.53/29 FTAERY4EES H » B —(EH o] {5 E4a ek i E A 2 IP ikt 5
i 2 0200.12.34.1 ©200.12.34.49 3200.12.34.17 @200.12.34.53 =

10. (1) 200.12.34.53/26 FrAE HY4EES T - e f& — 1l A 45 € 4a et (E 2 TP fir sk
faf 2 0200.12.34.62 @200.12.34.82 (3200.12.34.78 @200.12.34.54 =

O o0 3 O
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11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.
24.
25.
26.

(2)

(D

(3)

(4)

(2)

(3)

(2)

(2)

(2)

(4)

(1)

(3)

(2)
(3)
(4)
(2)

179.34.42.77/23 FrAERVMERE T - B8 — (& AT e e 45 5 g (5 A 2 TP firhk By
fil 7 D179.34.42.254 @179.34.43.254 (3179.34.42.255 @179.34.43.255

AU —{E TP firsik vl e Eda ek HEE A ? D145.23.22.255/23 234.234.12
3.47/29 160.68.255.255/16 @190.43.23.159/27 -

& B TP Azt £ 56.78.0.0/20 Z 4p% s B 8 I T4 - H T 4EEs i E &
fa] 2 @255.255.255.224 @255.255.224.0 (3255.255.254.0 @255.255.24
8.0 °

B TP fiLhk £y 56.78.5.34/20 Z &% 53 1 8 flE - 4is - 2B 3 {14
p& 1P firtik R fer 2 056.78.7.0/23 @56.78.12.0/23 (356.78.8.0/23 @56.7
8.4.0/23 -

B TP fiLhk £y 56.78.10.34/20 Z 458 53 15 8 {1 F-481s - H 2B 4 {149
B i 18— AT R E4a s A 2 TP ik Ry f] 7 056.78.4.127 @56.7
8.7.254 (356.78.8.254 @56.78.12.254 -

B TP firhk £y 25.178.10.34/20 2 441% 73 ik 8 flE 1481 » HA(E 144
e o o S TP iz sk mlFE E &R (E A 2 D512 @511 @510 @509 -
R TP sk By 65.8.20.34/20 Fr{E Z #8316 fli T-44#s - HA(E 1
s h IR S TP f bk AT Edaak i E A 7 D252 @254 3255 @256

=G TR R Ry 255.255.252.0 Z S FE oy Rk 16 {8 4988 - H 149
PRI EE By fa] 2 (1255.255.255.0 255.255.255.192 (3255.255.255.224 @
255.255.255.240 -

—{[& Class A #98& £ 2 0] 73 % (EAH & 7Y Class B K/NEYT-88E% 2 D128
@256 512 @64 -

—{i& Class A #8952 1 77 B8 FH = Y Class C R/NYT-#pE 2 D655
35 @32768 (365534 @65536 -

TFMEfE Class Z 498 a5 E4aax A 2 1P fuuk#E /2% ? OClass

A @Class B @Class C @Class D

TH{a[fE Class Z 88 E R % ? DOClass A @Class B ®Class C @Cla
ssD -

Class A Z P8 E LA KME 2 D28 @27 26 @2° -
Class B Z 4R = A % E 2 D216 @215 3214 @213 -
Class C Z 4B E LA % (EH 2 D224 @223 (D222 @221 -

A5 TP (i bk B H 4 s R B2 75 1 By 100.35.62.65 fz 255.255.224.0 » AJ 5%
A D100.35.62.65/18 @100.35.62.65/19 (3100.35.62.65/20 @100.35.6
2.65/21 -
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27.

29.

30.

31.

32.

33.
34.

35.

36.

37.

38.

39.

40.

41.

42.

(3)

. (3)

(2)

(3)

(3)

(3)

(3)
(D

(4)

(1)

(2)

(1)

(3)

(3)

(2)

(2)

A IP firhk By 111.123.23.65/20 » HAF 7720, RfrE 2 OIP WIfr ot @
TR BRI T QO FMEREE S | izt @ F 4SS S 0 1Y
frc# -

# 1P firtk By 68.68.168.65/26 » T FIWRE 1P fir fik A Fij 75 A 1% 5] — T 48 %
g1 ? (168.68.168.70 (268.68.168.118 (368.68.168.63 @)68.68.168.126 -
5 IP firhk B 161.61.16.83/27 » FHIFHL A & 1ERE 2 D% 1P FrEAY T4
B IP B 161.61.16.80 @g% IP Bl 161.61.16.65 {F[&] — T4k 4 Q% IP
Bl 161.61.16.96 fE[E—F 4R 1 @#Z 1P FTfE T-4ERSAYRERE 1P £ 161.61.
16.127 -

# 1P ik & 16.6.162.35/25 > FHIRH &R IERE? O /25 ) Tt
AR S 2 A 25 i 1 iz 7T @% 1P firhk P AE 4988 AU S #E 1P firdik & 1
6.6.162.127 % 1P {iLhk A /£ T- 48 8E AT H5 4GS Y 1P ik B E B
128 @ 1P {r kAT fE T 44EE 2 1P firiik tf Y Host ID 45 7 {ELIT -
{FF NS L4EEE > RFTRZERE FHIW—E 2 On A IP ikt @ F4g% i
B QEMAATE @ E (Gateway)IP -

£ 24 (Full Mesh) BY4R (Mesh)PrEET - & BB E Fy 20 (G - H 4
4% (connect) i E &% /0 2 D170 @180 @190 @200 -

T — TR R R 5 2 Q2R OERPE @4k OIRIAR -
THI— R e BN EE 2 E—(EEEE ? OER OBIR O
FERHE @YK -

THMEE R AR BV ATE ? Dlntranet @Hinet Seednet @1
nternet o

F €K (Client-Server) 4 & B ¥ 55 5 (Peer-to-Peer) 4988 ELELZ - TN HI{a[ &R
= E A ER ? ORBERARE QA S EHE QAETEHIIEE
DIYREEE -

#5550 (Peer-to-Peer) 48 & B T /¢ 20 (Client-Server) §4p& LLEL » F AT &R
RS ER ? OF SR QTR E ORFREF RS
ThEE @EBER AR -

THMEE R TN (VEXATE ? Olntranet @Binet TANet
@Extranet °

TEHMEE RN B HETEAR I EEZEEN TR ? O A(Syntax) @R (Timi
ng) @2 T.(Multiplex) @zE = (Semantic) °

TR R IR ? O TAEE R R EE AL Q¥ TIE
6] — B[] O] 88 5 (2% QSR e e s SRR B R AR 2 OEFW#E
FIT BE 58 R 0V B HA 8O Ry IR -

TR AT > ARPEELE SRR B ESR ? O T.(TDM) @K
W5 (PCM) @ #2 T.(FDM) @47 % T.(WDM) -

OSI 2F A1 » NFI{a[ &K 2 & (Presentation Layer) FNIhEE 2 @
s @ EZEd QNI ELE O -
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43.

44,

45.

46.

47.

48.

49.

50.
51.

52.

53.

54.

55.

56.

57.

58.

59.

60.
6l.
62.

(2)

(4)

(4)

(2)

(2)

(2)

(3)

(3)
(3)

(4)

(2)

(2)

(4)

(2)

(2)

(4)

(1)

(3)
(4)
(D

OSI & FH A d » NIl & 2 FE & (Application Layer) i E ? DS

NMP @IGMP QSMTP @WPOP -

OSI &F R th » T[] R 2 & 3K & (Session Layer) Y IAE ? D&

G E QBRI HEHE QOHEEIEH @REZLH] -

OSI SEEA R > T I E R ZE g (Transport Layer) HYZhEE 2 OFF
BRI @#h et QEELSH OERINE -

OSI &F R th » T[] F A B E RS (Data Link Layer)iYZIEE ?

OsE s QBEHEEN QEERTFIES @R E M -

OSI £&H#H A » i —|G A EREELATHE 2 OFEE Q&K #Eg g

Q#rtfg @ Hwmg -

OST £ EfH A > f— EE%E%EE(Routing)B’JUJQE ? O&RI#EEKRE @4

B g QFH g O KE

Z I M I P (50 P A 48 8 A BUZE i Y 07 04 B AT 2 (D4FEC(Token) @CSMA/

CA ®CSMA/CD @iz (Polling) -

Z R YGRS 8 A B RS Az ik 75 2@ fiz Je4H (Byte) 7 W4 @5 @6 @7 -

R T M E A L o RS E IR R E o4l 2 O .

@; @ @

THIUE—7%E IEEE Wireless LAN FEAEAYEgH AR s 2 D802.11a @80

2.11b 802.11g @802.11n -

T HIUE—7%E IEEE Wireless LAN FEAEHYE AR K 2 D802.11a @80

2.11b 802.11g @802.11n -

IEEE 802.11a fZ2Fr{HE FHAVFEEE B {a 2 O2.5GHz @5GHz 32.3GHz @
2.4GHz -

IEEE 802.11g fEXERR{# FHAYAEEE B A 2 O5GHz @2.5GHz 32.3GHz @
2.4GHz -

IEEE 802.11¢g 1220y & = H 0 HE 5% /0 2 O11Mbps @54Mbps 35.5
Mbps @25Mbps °

IEEE 802.11b 22 0y 5 = {F 8 2K %5 /0 2 (D5.5Mbps @11Mbps @54
Mbps @25Mbps °

fiz 7C R (o HAEER TUER £ 3 (Cyclic Redundancy Check,CRC){F # &5 g Hl -
A 22 % TE . (Generator polynomial) & x*+x+1 » 5FE LT 0111001010
10 2 CRC A 0000 @1101 @1110 @1100 -

TCP . UDP Z Well-Known #5883 [E & D0~1023 @0~65535 @1024~65
535 @0~255 -

—{ IPv6 izt @ % /DL eATdHAk 27 D32 @64 128 @1024 -
FTP # [ {aE ik #8 Z THE IR IE Ml 2 D110 @25 @80 @21 -

NHIAR—fE @ R h E Tl 1P fir ke MAC fizik 7 WARP @RARP @
DNS @ICMP -

Page 30 of 70



63.

64.

635.

066.

67.

68.

69.

70.

T1.

72.

73.

4.

75.

(D

(2)

(3)

(2)

(4)

(4)

(4)

(2)

(D

(3)

(4)

(2)

(3)

{1 F PPP g% & WAN Wy LRHE » ol fd i@ sl i € B T I B0 A8 PPP? O
NCP @CDP 3X.25 @WCHAP -

{E &8 7> (Fractional) T1 &g 2 3 [ channel » HIHPEHAR (bps) Fy
faf 2 1,536,000 @192,000 (320,000 @64,000 -

IPv6 4% 1 Y 88 B A 7 HUAM B I > BR$E 2 55— 20 & ping local host 57 1
oop back firti > FrfE HAVFE S B 2 Mping ipv6127.0.0.1 @ping 0.0.0.
0 ®ping ipv6:1l @ping ipv60:0 -

# 1Pvo #pg iy — & TR 5 #4HR8HY 1IPv6 fiz ik > %5 MAC {izik &
0010:AB23:4567 » ¥l & & EUIL-64 E4A Y global-unicast interfac
e identifier ? @0010:ABFF:FE23:4567 @0210:ABFF:FE23:4567 (30010:
AB23:4567 @0000:0010:AB23:4567 -

DNS TAE Q48 JE (Network Layer) Q@ EH#&GE (Transport Layer)
@& skg (Session Layer) @EMHE (Application Layer)

DHCP F = i {5 F 0] H By iz 5k PAER S5 H TP firklk 2 0127.0.0.1 @10.0.0.1
30.0.0.0 @255.255.255.255 -

N HI W — 1 38 R 47 & [E B A TCP 82 UDP € 2 OFTP @SMTP @ Tel
net @DNS -

HERS4HAE >~ 1P:192.168.1.30 ~ Subnet mask : 255.255.255.0 ~ Default g
ateway @ 192.168.1.254 ~ DNS © 192.168.1.1 > # H ZHI & fs 44 B R i
AR 4EES - TESRH N[ fEfE < 2 Oping 127.0.0.1 @ping 192.168.1.
30 @ping 192.168.1.254 @ping 192.168.1.1 -

Tyt ] IERE 2 OFR5RHEEREE (Signal to Noise Ratio, SNR) E
Ry iR D 2B A AR I R Q&g /8 B E GV IR & = QDO0SI &
ARG E G R RBE (Presentation layer ) @i 5 0] DLBEL K 35
AER > H—XHE MM —EEF > AREEFRERE LS T -

NS TCP/IP 8 E o & 2 falt » ol & A ERE 2 OH IETF HE & J 2
TLHIEM Q@ RIME M SRS A EmifiE O KRR E EMrEFT
R EH T E @B OSI 2B IMHE - SR TS -
NHMAE AN R A AR 2 OFGEE (Thermal noise) @FH%
e (Intermodulation noise ) DX T-# (Crosstalk ) @ EEEKE
( Multipath )

A R B Y T = B AR Y ORRE A EREE R E
R K5 o [ ER SR i S B (28 B U I Q4R BN N (Hilg > A g 2 F[E
WY T8 (e 4R 55 R (Hla [ =2 BE Al B 0T 52k (e 48 55 R 20 [5) e —
% g EARS -

AERHVERSR IR - AEE T —E ? ORSIKLE (Attenuation di
stortion ) @IEIESE (Delay distortion) @ ZERKE (Multipath) @
FeaH (Noise)
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76.

7.

79.

80.

82.

(o/e)
(OS]

(3)

(D

- (4)

(3)

(3)

. (3)

(2)

. (2)

(D

. (2)

- (4)

THMe &R 2B SR A EE 2 O2#ERNNEZER/N Qe
QO ZEABERI A 52 T @B $E R P2 HI0E - o (=R B & 24 i 1Y
gt

NH{a % B FDDI (Fiber Distributed Data Interface ) 48 Fr {58 A (19 & 5
IME? O QMmN SRR QOEMEL G OFEESE -

R Sl A 4 (Multi-Input Multi-Outputm, MIMO ) Fiff » F%I4%
A E AR IERE ? OFERFEILZEBEMAEE Q@A EE (Capaci
ty) Qu[FEEZLERK (Multipath ) ZJK @FF 528 I ke BRI 2 EF
FH B — R & 38 5 R SR Ef SR -

Tyl FH AR BRI E % EFH (Frequency Division Multiple Access, F
DMA) HYFiME 2 OFHHE 77 B R [F R E O1TE & XA
F¥ T 23 (Duplexer) Q@ {0y B (55 & FE AMEEHER @
—HBEMIEER A GETE G a M E EER B EEHZEHGE -
TEaEARE oIS EFE (Time Division Multiple Access, TDMA )
HIRFME 2 O FHE AR RITEUIE » 53 B (EI 1l - S (EE R N 2 A —
{5 FH & AT DU 22 BB &R @20l {5 A & 7] DAL F B — BV SO AR
B {e gy 2 %< B P 3 (W i Bl (@O R [ (o A 8 22 FH PR eE B R (Guard s
lots ) WE&FE @ FTAE S EHINETE -

TNEfaE AR EFE (Code Division Multiple Access, CDMA )
HIREME 7 D il 305 Pl 75 7 S e f 2 B (E R AR RS © 7] /e 25 (Rl {5
&I AMEEER QU 2R A T8 OBEFE-RETHEE O
% (Codeword )

T E R AR E NN 2R ? OFE @YX OO @IFE =
W .

BHE MR ZHERARESE - R e RS A NFERER B O
g @I QR DM -

BEE TR SRR ) VLT SRELEAEES (Spreading Code ) #E
THERE KRG R BEEAE - WK R RENERN T =5
o FEHEHERE R N ARG & OE#FEFYIEM (Direct Sequence Sp
read Spectrum, DSSS) @pkIEZ @ (Frequency Hopping Spread Spect
rum, FHSS ) Q4L4MNE DIEA 4342 T. (Orthogonal Frequency Division
Multiplexing, OFDM )

el B E ANV E R BIRET 2 &R - WRF 0V AR B U B 2 8+ 4R
o BTURFPHEAERNG IR - o bE % I R 2 W —E A
LB i s 2 OEBEREFYIESE (Direct Sequence Spread Spectrum, DS
SS) @pk#E=EM (Frequency Hopping Spread Spectrum, FHSS ) ®4L
e DIEARZ 53 #H% T. (Orthogonal Frequency Division Multiplexing, OF
DM)

10Based £ R4S AE AR B i s m 26 26 N K2 (D5000 @1250 320000
@2500 AR -
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87.

90.

91.

92.

93.

94.

95.

96.

97.

98.
99.

100.

101.

102.

103.

104.

(3)

- (4)

. (3)

(3)

(4)

(3)

(3)

(D

(4)

(D

(2)

(4)
(4)

(2)

(2)

(3)

(3)

(4)

THAE RN BTN R MAR EJHE ( Mobile Multipath Radio Channe
1) 28?2 OPREEE (Impulse Response ) @R FIHERT (Coherence
Time) QK JRIE (Path Loss) @:EFISEE (Coherence Bandwidth )

7= ISP f2fit 16 {E[E 4 > ADSL [E € IP firkt - RIEAHEERETHZ &
44 1P firtik (A& Gateway) FLAFE%ME ? D16 @15 @14 @13 -

DNS 493 2 RS 242 TH I E R ERENEHE 2?2 OH - EEXEXE
THE @ZEEAXERE Qi ERE OQFEFAERE -

TFIMa 2 E] AR b B R HE S Y $E R 2 OTCP @QUDP @CRC @WSMTP
[Pv6 B9 1P iz T » LA+ P90 2 o3 A 248 & 35 > o (1 [ 3k &%
HE&E T 2 O4 FEE > 8 Efroe @4 EE&E > 16 {Efizot G8 #E
5 > 8 {EfrLTT @8 (A > 16 {AfLTT -

MAC fiz it 8y AT & (B 2 T2 2R FR M A5t 2 O3 @4 324 @32 -
AAFHIH F M X 21 E# Y F80EMNEEHeS o 1 E8 X T Ty HE—1{E
§% ? Mping @telnet @tracert @ipconfig °

SNMP HhTHE(H A T —R gt Bl BVE S5 E R Trap sE 2 OQUDP p
ort 162 @UDP port 161 @TCP port 162 @TCP port 161 -

{1 F] IEEE 802.11b fE4R I REEF » —AC A YW 3 [@EHE 2 O
1-3-5@24-6@11121@D1-~6~11 -

& I g8 1T OSPFE B - w8 28 B N 31 W — el SF /0 B 2600 4 1 % 1 28 R PR
H4 ? DOHello HA @OSP £ @Ping HH @WICMP £H4A -

n] B NS —7%E IEEE 7 € 2K & VLAN Trunk ? D802.1P @802.1Q
@802.1X @802.3X -

VoIP A~ THIHf—FE i E 2 ORTCP @H.323 @SIP @WSSL -

£ Linux IR » THIf—FEf5 S 0] EHEH L 48 2 A B A 2 Owh
0is @nslookup @traceroute @nmap °

Windows Z&EH » o] {5 50— 5 < 2K i 1 2 &8 B (5 FH Y TCP/UDP
52 2 Dnetstat -np @netstat -na @netstat -nr @netstat -n0 -

DHCP R Pl > AF B BR8N 21— 5 =0E5 K47 e 1P 2 O X K
[P s ELGES s QN MRS R EREE K IP SHE QOB B EHEZE K IP s E
45 DHCP fAlfnes @FHEZER IP s E4 55— {E DHCP HFE I -

[EEE 802.1X {EFH FF|WF—E i E 2 OWEP @SCP QEAP @WRTP -
T Linux $5< > {3 0] F 2 HIE & & C 88448 Apache fAllkEs 2 Orpm
-1 httpd @rpm -e httpd @rpm -q httpd @rpm -v httpd -

5 Linux Z478 oKk Z7 85 Apache {EIHReS > T Linux $5< 0] % 7] 43 27 4%
Apache EE S 2 Dyum remove httpd @yum info httpd @yum update htt
pd @yum install httpd -
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105.

106.

107.

108.

109.

110.

111.

112.

113.

114.

115.

116.

117.

(4)

(2)

(1)

(2)

(3)

(3)

(2)

(1)

(3)

(2)

(3)

(1)

(4)

% Linux 5% > o] & 0] FI 2K B Eh Apache f@fkes 2 M/etc/re.d/init.d/vsf
tpd restart @/etc/rc.d/init.d/httpd restart @/etc/rc.d/init.d/vsftpd start @/
etc/rc.d/init.d/httpd start -

T4 Linux 5% » o3& 7] FH 2K E ¥ B Eh Apache {8lzgs ? D/etc/rc.d/init.
d/vsftpd restart @/etc/rc.d/init.d/httpd restart @/etc/rc.d/init.d/vsftpd sta
rt @/etc/rc.d/init.d/httpd start

Linux 2% > i/ 2 Apache falfl#s TS YRR EfE 408 e H g8 2 Dle
tc/httpd/conf/httpd.conf @/etc/conf/httpd/httpd.conf @/etc/http/conf/http.
conf @/etc/conf/http/http.conf -

Apache falflz#8HY httpd.conf s EREH - {a[& F] FI K5 € Apache falflz =8
%8 2 DHostName @ServerName @ApacheName @SetName ©
Linux Z4 9 » 5 Apache A &5HY httpd.conf 5 EMEE @ MFEE
F#mEE ? OBNE > HIgEBEERTIRE @Bz » FfT/etc/
rc.d/init.d/vsftpd restart » A EFERFHIRE Q% > FEiT/etc/re.d/
init.d/httpd restart » A FEHBHIE DELE > FTTT/ete/re.d/httpd
restart * A EHEHMNERE -

Linux Z4 ¢ > Apache (k=3 THEEIV A E 2 E T —H e T ?
D/etc/html/www @/etc/www/html @/var/www/html @/var/html/www °
Linux Z& i > Apache (a8 THEX YA & HAE % By {nf 2 Dindex.htm
@index.html @home.htm @home.html -

Linux &4 > AKRHPA Apache Sk esHY{E AN EHIAE » 1 httpd.conf
b B RAN—3% & ? OUserDir disable @UserDir enable @DirUser di
sable @DirUser enable -

Linux &4 > Apache fElfk =8 FHERAV(E AN H 2 H #% K0 2 Opublic_ht
m @public-htm @public_html @public-html -

Linux Z%9 > Apache fAlHk#s 2 httpd.conf s EREH » T FI{a 3 E 0] A
RIG ETHAE HfE 44 2 OIndexDirectory @Directorylndex @Homelnd
ex @IndexHome -

Linux &4 > Apache {8k #8 2 httpd.conf S EAEF » T F{e[ 35 E 7] H
KI5 EMEMR H$E 2 ODirRoot @RootDir @DocumentRoot @RootDocu
ment °

Linux &4 > Apache {8k #8 2 httpd.conf S EAEF » T F{a[ 35 E 7] H
AR FE E SO EE A PrFF 4R (Persistent Connection) » {EEFIUHLREEFR Y
2%k ? DKeepAlive On @KeepAlive Off @KeepConnected On @K
eepConnected Off -

Linux %45 > Apache {85~ httpd.conf 8 EREH » T 5] 5% & 7 A
I ERFE E G EHANGE 2 OKeepConnected Timer @KeepConnected
Timeout @KeepAlive Timer @WKeepAlive Timeout
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118.

119.

120.

121.

122.

123.

124.

125.

126.

127.

128.

129.

130.

(1)

(2)

(3)

(2)

(4)

(4)

(1)

(2)

(3)

(4)

(2)

(2)

(1)

Linux &%t » Apache {EIfE 28 > httpd.conf R EAEF » A% E 0]
IS EEEEE Y E IR 2 DListen @Set Listen @Keep Listen @Listen To

Linux Z 49 » Apache {5l 28 > httpd.conf 2 EFEH » N HIa] 2 E 0]
A PR i1l [5] — B R By 2 SR (E B 158 48 100 2 DMaxClient 100 @MaxClie
nts 100 @MaxConnection 100 @MaxConnections 100 -

Linux Z 4 » Apache {5 28 2> httpd.conf 2 EFE H - N HIa] 2 E 0] FH
KIGEG—HG TR IR IR L ZRKMEE R 10?7 OMaxRequestsKeepAl
ive 10 @MaxRequestKeepAlive 10 @MaxKeepAliveRequests 10 @MaxK
eepAliveRequest 10 -

Linux %%t 4 » Apache A 23> httpd.conf & EAE S » %Al & & 7 FH
RIgERZFHMEREEE 15?2 OMaxSpareServer 15 @MaxSpareServ
ers 15 @MaxStandbyServer 15 @MaxStandbyServers 15 -

Linux %49 > Apache fafilk28 2 httpd.conf B ERE T > TNFIa] 5% E 7] H
Hts E /DA RS EE R 5?2 @OMinStandbyServer S @MinStandbySer
vers 5 @MinSpareServer 5 @MinSpareServers 5

Linux %49 > Apache fafilk28 2 httpd.conf B EREF > TNFIa/ 5% E 7] H
KfgEMIEEHEENE TEFER 2 OServerAdminMail @ServerMail
@AdminMail @ServerAdmin -

Linux %49 > Apache fafilk28 2 httpd.conf 8 ERE T > TNFIa] 5% E 7] H
G E s BN LRI E 2 DServerRoot @ConfigRoot @Configlo
gRoot @WDocumentRoot -

Linux %4t > Apache {&lk#3 2 httpd.conf BEMEF > T 535 E 7 H
A F5 EE R 28 0T F M4 TR R 3R 5E 2 DHostName @ServerName @HostNa
mePort @ServerNamePort ©

Linux &4 » Apache {5]iR 2% > httpd.conf B EFEH » NHIa] 2% & 0]
A FE 7E 7] ks B BN I ZEETTHY httpd F2Z0(E 2 DStartServerNumbers
@StartServerNumber ®StartServers @StartServer o

Linux &4t » Apache {5]iR 2% 2> httpd.conf B EFE F » NHI{a] 2% E 0]
AT TE F A P U (0] FE RV ] By 20 70 > 55 28 48 1T 48 B HRF R PR R 5 228 A o]
&k mtEreZE LR 2 OClientTimeout 20 @ClientWaitTime 20 @ Conn
ectionTimeout 20 @Timeout 20

Linux %49 > Apache fafilk28 ~ httpd.conf B EREF » TFIa] 5% E 7] H
AR FEE G S E A S EIRER Hik % 2 OUserHome @UserDir @User
Personal @UserWeb -

Linux %49 > Apache fAlfik28 ~ httpd.conf 5 ERE T » TFIa] 5% E 7] F
FETHERIZ 2 Oalias @Alias @DirAlias @DirName ©

Linux %9 » Apache falflk#5 Z httpd.conf 5 EREH » THIA] 3% %E 7]
AHE E SUET LA Ak 23 Y A Bl iz ik 2 Allow @AllowClient 3Deny
@DenyClient -
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131.

132.

133.

134.

135.

136.

137.

138.

139.

140.

141.

142.

143.

(3)

(3)

(1)

(2)

(4)

(3)

(1)

(4)

(1)

(2)

(3)

(4)

(2)

Linux Z4t > Apache Ak 2% >~ httpd.conf 3&EAE T » FHIMEE% 2 0 F
HIEEAR P FERUE R A Bigar il 2 OAllow @AllowClient 3 Den
y @DenyClient -

Linux %%+ > Apache a3~ httpd.conf BEREH - NI E 7] H
g EEETERHE 2 OFErrorMessage @FErrorMessages @ErrorDocume
nt @ErrorDocuments °

Linux &4t » Apache {GARES ~ httpd.conf & EFE T » [ FI{a] 5% & 7] FH

FIEESER Allow » FHEHH Deny HYHAT 2 DOrder Allow,Deny @Seq
uence Allow,Deny @AllowDenyOrder Allow,Deny @AllowDenySequence

Allow,Deny -

Linux %%iH » Apache @125~ httpd.conf FZEfE T » 5] 5% & 7
FIG5E URL EHZEE 2 OReroute @Redirect @ReURL @ReHome -

Linux %% » Apache AR %3~ httpd.conf X EAE T » T 5] 5% & = A
HKAe EFEHGRE L SFENIAC sk 8 N RIEEME 27 DLogDir @LogFormat
Dir @CustomLogFormat @CustomLog -

Linux %459 > Apache {AIR#5 > httpd.conf EEAEF » FHI{] % E 7
IS EE RN B AR RERE 42 2 DErrorMessage @ErrorMessagelLog @ Err
orLog @ErrorLogMessage ©

Linux %459 > Apache {AIR#5 > httpd.conf EEFEF » FHI{r] % E 7
IS EREASEEAREE SN 2 DExtendedStatus On @CompleteStatus O
n @FullStatus On @AI11Status On °

Linux &4 » Apache fERE5 >~ httpd.conf R ERE  » FFI{a] % & o FH
HEFLCEENIFRE 2 OLoglevel @LogForm @LogStyle @LogFormat

Linux &4 > Apache (Efk=5 meF B E s L NI fE 28 - B FIREH
IREEEEH 2 Dserver-status @server-info @server-dynamic @server-stati
c o

Linux Z4 ¢ > Apache (k=3 e 2B ss DL NI 28 > BEAFREN
dHEEE N 2 Mserver-status @server-info @server-dynamic @server-stati
c oo

Linux %49 » Apache {AIfiR 28~ httpd.conf 5% ERE H » TF{a] 5% E 7]
KI5 EHRTEREATHEUIAZEHSE 2 OProtectedFileName @ProtectedFile @
AccessFileName @AccessFile -

Linux 49 > Apache fAliR#5 > httpd.conf % E R H » DUN %1 {a] f& TH 2%
g2 Z AR H$E 2 D.httpaccess @.httpdaccess 3.haccess @.htaccess

Linux 44 » THI—$5< o5 EF N E N IRE M ER > (FHE
Tl A LT 2 Opasswd @htpasswd @httppasswd @httpdpasswd
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144. (1)  TFIIP firukfa @Y Class A ? D123.45.67.89 @135.1.23.45 (3220.45.
67.89 @230.12.34.56 -

145. (3)  FEMa & By 222.34.56.178/27 B EFEAL 4k 2 D222.34.56.159 @222.34.5
6.175 (3222.34.56.191 @222.34.56.207 -

146. (3) THMaE AR @I 2 272 & 2 OIEEE 802.11a @IEEE 802.11b
IEEE 802.111 @IEEE 802.11n -

147. (3) F#H— Class C 4B 195 B 8 (@7 49#% (Subnet) » HIB[FH IP firkhk &
HHE? D224 @192 3240 @248 -

148. (3) THIF#EEE#E (Subnet Mask ) fA[EHARFEE ? 0255.128.0.0 @255.25
5.224.0 (3255.255.255.244 @255.255.255.252 -

149. (2) F#FHFHEEEIESE (Subnet Mask ) £ 255.255.240.0 » A N %1 fa] £ #% R ph &K
g R es B AT B E A% 140.123.33.155 #@:H 2 (D140.123.173.13 @140.12
3.37.24 (3140.123.110.35 @140.123.55.46 -

150. (2) FAIMo % 2% FTP(File Transfer Protocol) ¥ EHE 2~ TCP TH % 5 3
2 D20 @21 322 @23 -

151. (1) I 2% FTP(File Transfer Protocol) &R R E 2 TCP A % 5 3
2 D20 @21 322 @23 -

152. (3)  FFMa & 2 {#H 2% SSH(Secure Shel) R# 2 TCP FHELEFEE 2 D20 @21
322 @23 -

153. (4)  TFMa[ & ZH L Telnet Je#%5 2 TCP FHER R 2 (D20 @21 322 @23

154. (1) FHMaFEE2% SMTP(Simple Mail Transfer)fg#% >~ TCP FHEZ HBFiE 2
D25 @69 380 @443 -

155. (2) FHMa] & 2# % TFTP(Trivial File Transfer Protocal) R #>> TCP TH iH#
BB 2 (D25 @69 P80 @443 -

156. (3) NHHE ZEHiE WWW(World Wide Web) lR#5 2 TCP tHet @R 2 D2
5 @69 @80 @443 -

157. (4) TFHMaE 2 H 2% SSL(Secure Socket Layer) iR% > TCP Fa&%kE B8 2 D2
5 @69 @80 @443 -

158. (2) FAIIP firsikf&E RS Class B ? 123.45.67.89 @135.1.23.45 (3220.45.
67.89 @230.12.34.56 -

159. (3) FAIIP firdikf & E Y Class C? @123.45.67.89 @135.1.23.45 (3220.45.
67.89 @230.12.34.56 -

160. (4) TF|IP firakfa & E RS Class D ? (D123.45.67.89 @135.1.23.45 (3220.45.
67.89 @230.12.34.56 -

161. (2)  NHAE 5 222.34.56.178/29 FTfE 2 T-HEEEHYEE B L HE 7 (1D222.34.56.2
07 @222.34.56.183 (3222.34.56.191 @222.34.56.199 -

162. (3) NI £ 222.34.56.200/28 FTfE 2 T-$EEEHY BB L HE 7 (10222.34.56.2
23 @222.34.56.215 (3222.34.56.207 @222.34.56.231 -
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163.

164.

165.

166.

167.

168.

169.

170.

171.

172.

173.

174.

175.

176.

(1)

(4)

(1)

(2)

(1)

(1)

(4)

(3)

(1)

(2)

(D

(1)

(4)

(2)

NEIA & By 222.34.56.123/26 FTAE 2 T8RS AEREr bk 2 (1D222.34.56.1
27 (2222.34.56.135 (3222.34.56.143 @222.34.56.151 -

#H— Class C #i&-F950 & 4 {8 7-4#% (Subnet) - RAIAA IP firhk4t
HHME? D224 @192 3240 @248 -

8 — Class C #1959 B 16 {8 F498% (Subnet) - HIF]AH IP firdk 3%
HRME? 224 @192 3240 @248 -

A — Class C #8p% 13947 K 32 (BT 4dp& (Subnet) - RIT]H IP fir sk 3%
HHME 2 D224 @192 @240 @248 -

B AR 49 A SR B m S S A o BRI EE R E DL T oA
g7 OB Oin @F# @EF -

NHINH—IE AR 2 IPSec AT{E AR E 2 OPoint to point tunneling protoc
ol(PPTP) @Authentication header(AH) ®Internet key exchange(IKE) @E
ncapsulated security payload(ESP) -

£ ARP PREUH A DLEE B AN — I & 2 D & F I IR E S &
T @K AEHYEHRER OMFEE M & N @IP B MAC by 21 -

WEER L MRS AR > ARSI TR ERER > & T REERNREE
PEFTE R > RERAUT VTR E G ? OB FEH QraEH
QOEFEHE QEVEH -

BB S 4E BE Rk (Cookies) » R AIRLAL (T & A IEHE 7 (DMEEE NS IR S 4R Ay
HIE @HREIE B A GURIE O n] RE B B AR AT @R 508k (8 F & 25
WHEAVEER - IR EEE

BRI EERE R 5 - NIRRT A IERE ? O RA B RERNRE @
FEGE I HAHBEEOR O R AR @ ] g B A iR &k

e 28 88 F & 2R fy PN —E Eim R 2 OiEE BIAR %5 (Software as a
Service, SaaS) @ & HIE % (Platform as a Service, PaaS) @ AE:mEZ2f#H]
A %5 (Infrastructure as a Service, IaaS) @& FHBIIR S (Application as a Se
rvice, AaaS) -

B ERE A EA T —EE I E 2 OKEZE(Campus Cloud)
@R &Z(Hybrid Cloud) @A Z(Public Cloud) @FLHZ (Private Clou
d) o

EimEENRTE S T 5T - A #EgfE - B RS E ~ C bR
fif ~ D BIHEH? OEEE A QOEAE AB OE®E ABC @& ABC
D °

YIEA (o TV 2R 0] 7 R TER JE ~ 49ps e K EVHlJE » Hp A~ e s
PUTHE—IE 2 OfE4R & FEE B (RFID) @ (R4 QO RCHIZs 2L E D%
i E
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177.

178.

179.

180.

182.

183.

184.

185.

186.

187.

188.

189.

190.

(3)

(4)

(3)

(1)

. (2)

(2)

(1)

(2)

(4)

(3)

(1)

(3)

(4)

(1)

J&CHIES (Sensor) &0 & &1 5 i 22 48 BE 6 BG - FLEL AR 6 BhH 45 A b AS B
LR ? OBRERE T Q&R REH T OB E T Q&R EHE
BT -

B A YR A TR BORIES R ARG A R 2 D R] (R B R A
ESE QFFENRE QFE I EESHNRMEFHEE O EERERH -
BN AR O EERIBENEH » BEAE2 T —H? OFE%
MEEEE QFEREE OWEKETE OXEHEIL -

FI| FH #8 32 7 g 22 2 177 8 (Hypertext Transfer Protocol Secure, HTTPS) #
TR s > Ny I ER ? O HEGERFEE @ NS
e QL2 ERHEE @ EECA FRY & #E] -
THMaE A TR INEEFE# A ? OPGP (Pretty Good Privacy) @HTTP
(Hypertext Transfer Protocol) @S/MIME(Secure/Multipurpose Internet M
ail Extension) @& {7 & -

EilZ2NhEEEHEE  FEETH—E? OE ORBKR O K
DYIFE -

"B RN ARG E B — R A1 R S R B 5 B 2 AR R E A 3 R SR
ZATE o BRUREIN TII—IRE L 2HE ? O E 25350 i
Al @EE 2 kA B Rl QO EHEM @& -
RV GG HE LA https://FA4G - FoniZ MUk o] gE A T A fE ] 2 OFEH
SET Z2i&& @ TLS Za#sH O HPEES] @ H XO0PS 22
B i
Ei O BEIREISEEL 2 MmN 2 Bl i - A a8 T —
H? OERYV#E Q&MY # ORAViE OFHESHRLEE -
SSL(Secure Sockets Layer) i & /& i H T 7IWE—YH & s 1T 490k 5 77 i
Al ? OB OIP izt @iz /=8 (Digital Certificate) @{H HE MR
SE KNS o
DLUT WP TE 2 4% U e (6 VA M 2 QO &% U ase 1 &% H o [T 55 1 78 T 4M PR 4 e
QR A #mst A R A R EM AR Q58 A EaS H [RIE > 4806 E e
BF 215 1) fF R AR @& 5% 5 0 48 B SR [ B A i 4 RE 2 L 48P 4
P& o
Psiad (1o T) VB ERHEA R R 2 O F Tt Q%+ 0 5 9
@10 DEEfE -

s TEEER, 2 OfF loT FHPREEEELNEREE OFF K
EERNFEE > gArEEN&ImEEE - AR EHSNEE OfEKE
Ty i B EHE XN ER OFFERITRENER » ALK ER
R AEE -

PRS0 (E AR e & EimE R 2 OTCP/IP @ZigBee @Z-Wa
ve @Bluetooth
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191.

192.

193.

194.

195.

196.

197.

198.

199.

200.

201.

202.

203.

204.

205.

(4)

(3)

(2)

(3)

(4)

S1EYEREJoTRIFE - ik EZAYRRE IS E L LAk ?
OHEMF1% QB OB F = OFE:S -

DU T E M 23 R (M2M) s 5] 2 DI A &R S & aR B 1T
G i @ WA & A 22 28 BITESE 3R 2 78 A A2 =X A &2 5H DAL e A Y B TE 25
25 IR ER AV EREE B EL Y GPS MHEE 4% 0 DL G OF HE
K AEFEFRET > DiEBEE THBEST -
HENMbAEES LRIES R ZE AR - BUES G Zdlas e > 2
(EPefl s BBV E S A E GBI E R - IBERGMEEAGER ? O
wWEIAB(M2P) @OEERI(M2M) @A & (P2P) @ A EFHEER (P2M) -
TSR T E NGNS - TTHERERZ 2 ? Oisg O O
& @Ok -

DU URTEE RS A2 =] 5 A JavaScript 5B S 4w % 2 WMicrosoft Word @iPa
d 89 App #E% @ Android F1#& HiY R4 #EE O E EHVEH RUNE

:

(134) IPv6 fr bk S WLt fEfE 27 OFE R (Unicast)firtk @REE#E (Broadcast){iz ki

(24)

(23)

(34)

@2 (Multicast) fir ik @ERE (Anycas)firtlk -

AL & 7 IPv6 firdik > BE Rk (Unicast)firhk 2 O##EE (Link) iz i @
- A (Link-Loca) fiz ik @uh & (Site) izt @M —- A (Unique-Local)
firkk -

NHIUREL 753 0] DL PC SRR EUE IPv6 firhlk 2 O ERAE B 8h4H B8 (Statef
ul Autoconfiguration) @EREE(Stateful) DHCP QR AE B #4H fE(Statel
ess Autoconfiguration) @R FE (Stateless)DHCP -

TFI L B FH 177 72 (Routing Protocol) A] PA % #%& IPv6 2 WOSPFv2 @RIPv
1 @®OSPFv3 @RIPng -

(123) AL Site-to-Site VPN I H Y 2 OERIEE M Q# HITE (Authenti

(14)

(13)

(12)

cation) @FAEM: (Privacy) @K 55 (Antivirus) o

Point-to-Point i EH & EE T HIWLL R E 2 ONCP @HDLC GSLIP @
LCP -

THIHFELES 2 f@HyEf 25 (Encapsulation) 5] DL FE 43 £ 38 # (Packet switc
hing)d* ? MFrame Relay @SLIP @ATM @PPP -

THIELE S 2 JEHYE 25 (Encapsulation) 0] DU{H FHAE BEE AT #a(Circuit switc
hing)tf 2 @OSLIP @HDLC @ATM @X.25 -

(134) THIWRLLES 2 Jg Y £35S (Encapsulation) A DL FH7E H 4¢ (Leased Line) ™ ?

(23)

MOHDLC @Frame Relay @SLIP @PPP -

{5 F OSPF & HH 17 72 YR HH 23 ZH 458 T 1| WELL 248 (Table) 7 MHello
F& @F& 22 (Routing Table) @ EEF (Topology Table) @EE#f [m1 & 5% (Di

stance-vector Table) -
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206.

207.

208.

209.

210.

211.

212.

213.

214.

215.

216.

217.

218.

219.

(14)

(13)

(13)

(14)

(23)

(24)

HR OSPF Myt » FHIHELL IERE 2 DOSPF B DL % VLSM(Variable
Length Subnet Mask) @OSPF "L #8 1P ~ IPX fz AppleTalk f5E @O0S
PF AYUL & FE bL RIP 18 @OSPF 2 A B 2R K E BE 1K o

{5 A P J& (Hierarchical) 75 2K s 51 OSPF &y H BYH I LL 2 DFFE(KEE
FHEESNE P& (Overhead) @FF(RES FH B85 & IR A Q2RI gL @ 3G
TN HI IR s BE 177 7 B [5)BS S7 $% VLSM(Variable Length Subnet Mask)#1 &
FH 48 4% (Summarization) ? (DRIPv2 @IGRP QOSPF @WRIPvI -

{55 A FE 8 1=) 2 (Distance-vector) B§ I EBF > g £ THILERTE 2 D
P& H1IE B (Loop) @LL##E& IR BE (Link-state) & Fo 77 & (1 /5 2 3018 88 Otk
HE S IR A8 (Link-state) B8 HH 57 € (8 F 8 KA E @O EEIEES -

(i FH # P& AR BB (Link-state) RS FH h E B - e T HIUFLERIRE 2 OFg
F&(Loop) @LLpEHE R & (Distance-vector) b H A E 8 E Z L BEE Otk
PE Bk [7] & (Distance-vector) & FH 1 E (E FH KR @ #F | feg5 -
AR AL T B TT DA B HH 23 PR R B ZE SRS T © (D /et 5 2 1Y £ B il &
QAR FENEFBE @ O HE# (Physica) iz ik B JEE 1 OfF F#&
g8 (Logical)fir i@ JE & &L -

(234) T FIWRLL 7 74 w] DL# L BE B (=) & (Distance-vector) A & 48 BV 2E & (Loop)

(12)

(13)

(23)

(13)

(13)

(24)

(34)

B ? O H 9 F(Split Vertical) @ K[43 E (Poison Reverse) @ 7K 4y
E[(Split Horizon) @fE =58 #r(Triggered Update) -

RIPv2 {5 F T 5 £ 77 74 2 e i A2 B (Loop) 2 D7KF 53 El(Split Horiz
on) @M & ETHF 28 (Hold-down Timer) Q44K 5 ## & (Classless Masking)
@F" -

T HIER b 2 B A #a (Cut-through Switching) YRl 2 OLhfFE
L (Store-forward Switching)HY A2 50 (2 % (I8 5 E 18 B4 2 4% &y 25
QFFHEHE H H By ik 5 B 5] & 88 @R A H#A (Store-forward Switce
hing) WIEE & -

T FR LE S A7 X #R (Store-forward Switching) IVFE AT R4 2 O % fE R
HEHE @ U LAGHE CRC H @ EE B ARE G O EBKEE -
RHIHR L A LAN & E% 43l (Segmentation) A (B BE 2 O/ Z Al & &
(Collision domain)H Z i & H&E QKA QNG In{EH & HEE
DR AL -

B RE LAN ZH#Es > TR IERE 27 OLbpS s BRZ mEE OHF
Fi TP LB E o R E O RS EGER 3 O RFIERHEE -
AR B M B R P B BB AR 2 OB B P HIRE 11 QB RAH
ShEHE(Overhead) Q¥x % Thae @#L s 2 2% & (Throughput) ©

IR L 7 E R {5E A R s op 4 R ARl 8 2 (DIEEE 802.1Q @IEEE 802.3
(DIEEE 802.1D @IEEE 802.1w -
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220.

221.

222.

223.

224.

225.

226.

227.

228.

229.
230.

231.

232.

233.

234.

235.

(14) "FHIHRLE 2 2 B 177 %€ (Spanning Tree Protocol) Z EIRAEHE EFHYMRIE ?
OE#Es 1D Q= Frfel ¥ (Update) 5515 O 1& 7 25 Bl 3k & F} B 7T (Bridge
Payload Data Unit,BPDU) & #r(Update) 5% i @& #2318 S HE (Priority) ©

(124) T HIWFLL 2 B ff (Spanning Tree) 2 I BERYARER ? DLearning @Listeni
ng @Initializing @Forwarding -

(23) TR TP izl B F 48 E& 199.199.11.20/28 A FHAY IP firtk 2 D19
9.199.11.14 @199.199.11.17 (3199.199.11.29 @199.199.11.31 -

(24) SHEFHEITHEEEE - TR ERE 2 OFTA 4% ID izt Ay |1
QFTEEHID Ltk 0 QFTAEHE ID izt f 0 QFT A4S ID LT
1 -

(34) [#H ping 5% ping — &l H AU HEES » F5 R T - 2R I 32 4% 0T RE Uk

FIRFH L 2R s E. 2 @Echo Ping @Error Reply @ Destination Unreac
hable @Time Exceeded -

(14) 1£200.88.32.0 AY4 & b i T 4852 U) ) - e &8+ 48 s o] FHaY 1P firsik
e Ay 30 {E > NI FR R EERE 2 ©200.88.32.0/27 @200.88.32.0
#E 255.255.255.240 (3200.88.32.0/26 @200.88.32.0 #E= 255.255.255.
224 -

(124) TAHFEL 2 TCP Tﬁﬁﬁﬁhfﬁﬂ’]ﬁjé ? (D#E FEE o (Connection-oriented)
Q@EEZEEF] QO FRER @f%?ﬁ?’“fﬁﬂ

(234) THIUpLZE UDP Tf?%fEEI’J% M2 OF]SEEEm @IFFEBEE A (Connectionles
s) A A SEHils @A {# =] (Acknowledgement) °

(23) NHIMFLL ERLA (Private) TP firtk 2 D172.15.0.0 @192.168.10.0 3172.3
0.0.0 @172.168.0.0 -

(124) NHIHFLL B4R Y pE 2 OARP @QICMP DSIP @WRARP -

(13) "RHINH0LL & 74 JF 28 32 28 1) 78 1 (Connectionless Communication) ? TFT
P @QFTP 3SNMP @Ping -

(234) THHFEEZ DHCP(Dynamic Host Configuration Protocol) FY{EEL 2 OF
%0y 1P izt @ B EH [P HE 2B E O HE B3 1P firikés E# @
e IP {7 HEfErZE o

(23) NHIHFLEE DNS(Domain Name System)Hy HEY ? OB & B
48 @ B A & B35 Y 1P firkt QR4 sk fg ek 1P fizkk
@ IP fir ik ERS AL -

(124) TFIYFLL 2 &l §# % J& (Data Link Layer)VINEE 2 OJi S 6] @ 8 35 48
H Q@5 E IP firtk @E#E E Hk (Physical Addressmg)

(14) T ZIYRLE FE FI 2 (58 1 % fE I & (Application Layer) ? (DE-mail @TCP @S
[P @ZE Ly L E R A -

(12) HRZKHES (Ethernet) EAE » AR E EME 2 OWifER£% > T
{EBE A% 2B (Back of )i 5515 — B¢ ] @A ERIAT - TAFBE /A S HEE
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236.

237.

238.

239.

240.

241.

242.

243.

244,

245.

246.

247.

(Listen) QHEEFHIEAER] - TIEuE o DIEAER @OFMi#ESE4 > T/F
pEA AR A E R -

(13) "THIRLE 77 € i F AF &k} ## 8% &g (Data Link Layer) ? WLLC @IP @MA
C @UDP -

(34) IRk 2 78 92 2 5] (Connection-oriented ) 4988 177 B AVEF M 2 D4 g 1%
HE QEBEBRKERE QEFBIKEE OFREHEERER -

(134) HPEE E (Connection-oriented) 48 B i & B RHE 5B & K HI IR0 BR 2
O ES QHEEE OFAER @ Ly -

(134) EEBAE(LAN)F > 3SR EEN A R IR AL 2 OTHBEE A E @
VLAN 77 Bt QF —(EERBEB AR L HEERIEE OFEFBERE -

(134) BEK> FTP(File Transfer Protocol) i€ » IR A f £t 1 i 2 (D {5 8 Jeg £¢
F TCP foh e @E &gk UDP fhE Q& T E1=0 (Active) &K
@ W E (Passive) 4R

(23) BAR> E &= FTP (Active File Transfer Protocol) {3 & » 51| #it 1 L6 1F
e ? OFRHELH =12 #E (Three-way Hand-shaking ) 2176 < {268
7B QFTP el k23w THEE(E A port 21 F Fydp < {Hig i@ 8 QFTP {5 Ak 28 Ui
THEEE A port 20 fF RERHE M @OFTP {5z 28 U = 8h 7 H P U i oK
BIIERHEmEE -

(124) B~ 8= FTP(Passive File Transfer Protocol) & » N #1 #5C4lt I &k 1F
2 OBEKH =] (Three-way Hand-shaking ) 21764 Bl im
@FTP fAlHk &8 b FHEL (A port 21 {F Rydn < i@ E QFTP {3 ik 28 Ui 78
e port 20 fF By & kHE @B @OFTP A P Iis 3= Bl (7 (5] Ak 25 I 5 oK 2
TLERHHLE -

(12) [EHH FTP(File Transfer Protoco) i€ » FHIRGGLHELE [EHE 7 Dy < {H i
HE AN QB RHE I E R 1% Q6 < i i i 1% @& FCHH i
BEINE -

(134) B> HTTPS(Hypertext Transfer Protocol Secure) i€ » T 51 &4l W 26 1F
W 2 OFAH SSL/ITLS hE @R SSH i S & 1% i al Sz ¥ 48 H {F]
AR=3 B (o iV Al @& E A 2B E R4 BURGER B Ay E s -

(124) BAKY Telnet fhE » AR L EH#E 2 OFK A Client-Server J7 = EE
@r Rt iElm & A Z INaE QR INEIIfE @ A L2 2 B8k E A
fe# -

(123) BA® SSH(Secure Shell) € » NHIFCLIFLETERE 7 OFRA Client-Serve
r J7GEME QRS B AR QO IREINEDE QR_RLEFEE -
ZHER e i SSH IR -

(234) BRI R E 2 #k » AL ERE 7 OHTTPS(Hypertext Transfer Pro
tocol Secure) i} € FHEEE H port 24 @Telnet 17 EFERELH port 23 @SSH
(Secure Shel) € THEEEE H port 22 @WSMTP(Simple Mail Transfer Proto
col) fih & THEZBE FH port 25 -
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248.

249.

250.

251.

252.

253.

254.

255.

256.

(124) B> SMTP(Simple Mail Transfer Protoco) 5 » T &I A%t 1 £k 1F i 2
D F Server 81 Server Z IV E @0 R E L (Transfer ) & F#
B @O Fimr] B # 4 E k=3B E FE 4 @O HiE % (Relay) &1
g o

(13) B POP3(Post Office Protocol - Version 3)FaE » | FIAIIIFLE [FE i 2
O# A Client-Server J7=VEIE @F A {AIAk 25 M 2% ( Transfer ) éé?
A QO FIm o] B & A-(E e UE FE 4 @ i # % (Relay) &
TEE o

(13) FEHY IMAP (Internet Message Access Protocol) € » |7 £ 4l Hf 26 1F
i ? O A Client-Server J72E(E @7 AR Ak 25 28 (Transfer)
BT E M QR P o] B E# 46 ik 25 B E &k @RI R % (Rela
y) ETEAM -

(123) 1£ Linux &4 > BEFY LA bind 217 DNS {a] ik g8 2 fatt » T 5HpLk IE
e ? Dletc/hosts FEH » AIFEIN hostname B2 TP firhik 2 % @/ete/resol
v.conf #& > TJ#5E DNS fd k&8 =~ 1P firtik @/etc/nsswitch.conf & H >
A5 & e B fete/hosts Bi/etc/resolv.conf Z 8% E @/etc/named F&f - HJ
{7 DNS FEHHKE -

(124) 1£ Linux Z4& ¢ > B LA bind 217 DNS {&] ik &8 2 #at - T FIHFLE IE
HE 2 OZZIEM DNS(Forward-DNS) @7 #% K fi# DNS(Reverse-DNS)
RNZ & DA master/slave J7 N HETEH @71 % ([ T #3415 FE—(E 1P fir
oo

(123) 1F Linux &% 5 » LA bind 217 DNS {5k 28 2 [Efi# DNS f&5 » BIRE R
40%% (Resource Record, RR)KE R Z &t » THIWFLL FrE 2 O "A"IEHE
= [Pv4 Lt st @ "AAAA" FEHLE Y IPv6 firdb4C % O "NS e it &
BRI (zone) % T 2 (Al il a8 LS4 TE @"SOA"R It B FEAE/ESE Z [Py
4 firhk&c sk -

(123) £ Linux %%t > LA bind 37 DNS (AR 28 2 IEf# DNS f& - BN &R
4C#%(Resource Record, RRAEZ Z Fuil » FHIWFLL EME ? D "SOA"H2

HEE B A ks EHEE N @ "CNAME" e #t 3% & X L4
HI A% (alias) Q"MX"HE ik 7 s R AR AV E (R El e as AR TE @O A"
FEfL IPvo frikécsk -

(123) 1F Linux &% 9 » LA bind 217 DNS {5k 28 7 [Efi# DNS f&5 » BIRE R
2% (Resource Record, RR)H SOA(Start of Authority)#& =2 #ft » %1
URLLTERE . OB & RN E B I (zone) Y EE @B & Master DNS fal ik
smEMAE OESEHEN emall DEEEH ENHH -

(123) £ Linux %49 - DA bind 217 DNS A 25 2 [Ef# DNS & » BN & JE
4t #k(Resource Record, RR)H SOA(Start of Authority)#& =02 g4t » T %1
RELIERE 7 OB EF 9 (Serial) @ & FHr (Refresh) % QB &K ME
FrE B Retry) 5[] @HEHAL(Cache) i fE] -
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257. (123) £ Linux &% » DA bind #17 DNS {Alfk & 2 & #% DNS f£f » B &

& 5% (Resource Record, RR)#EZ Z &t - THIWHFLL EHE 2 (D"SOA" {2 It
S FAE I (zone) &R 2 A R e B B L SN @ NS " H2E (hr 3h BH 41K (zo
ne) % > A iR 25 F 2 F8 @ "PTR"$Z ML IPv4 firhlFrdf e > T4 @
A"ERfE IPv4 firsib4C 8% -

258. (123) £ Linux &+ > BAH LA vsftpd #17 FTP Ak es - N HIRCM L8 i 2

D/etc/vsftpd/vsftpd.conf B F & EHE @/etc/pam.d/vsftpd A vsftpd {# H
PAM 140 I 2 M BHEL ERE B/etc/vsftpd/ftpusers s PAM #4HFTHE E Z
R AFE AWE & ER @letc/vsftpd/user_list THER AL A& A vsftp
d FYIRSE -

259. (123) #£ Linux Z&H > BEH LA vsftpd #I7 FTP falfiikss - T FIRCL L LL - HE 2

260. (13)

OFEZ NFEXMEAHE (anonymous ) B A QFER THTFEXERHE (an
onymous) PE(IEZE QOTH MIFEEMEHAE (real users) B A @FHE D
HEXZH % (anonymous ) F{EHAEZE -

£ Linux Z&HF » DL vsftpd 237 FTP fEARES > T FIRHI /ete/vsftpd/vsftp
d.conf Z fUAtk WL TERE 2 O P #HH "man vsftpd.conf"$§% » & vsftpd.c
onf H 7 58 B2 HEE J7 0 @vsftpd.conf H1Z listen_port S8 E &k
iEE 2 R Qvsftpd.conf H 7 dirmessage_enable S8 8 & F & &
AFAE H#50 » 2 EFHURNEZ BT ZEBEANA Dvsftpd.conf 2 m
essage_file Z2EURAES AR ZHEMES -

261. (124) 1F Linux &4 » DA vsftpd 277 FTP {5 2% » BA A /etc/vsftpd/vsftpd.con

f 2ol » AL ERE 2 Ovsftpd.conf H1 27 connect_timeout=30 » &
RAE EEFCEGE T - S (E AR AV EBERGRAE 30 PNEAEIH
B [ElFE - HIE s BT 4R @vsftpd.conf 12 accept_timeout=30 » FRIF
HER HEGE T 0 ([EARES B passive port W FFF P imiE 48 30 #01
it (o] fE > HIl B se FEr 48 Qvsftpd.conf H122 data_connection_timeout=12
0> FREFER G EIL% > & FE ks EEEAAE 120 A TKERME
% HIEsamlET 4 @vsftpd.conf 12 idle_session_timeout=60 * F 4
EHEE 60 MNH I Han S BIE » ALK R HEr 4R -

262. (124) 1F Linux &% 4 » B LL vsftpd Z37 FTP (5K 28 2 Jetc/vsftpd/vsftpd.con

263. (12)

f gat » NHIHPLE ERE 2 Ovsftpd.conf 72 max_clients=30 » FRis vsf
tpd 72 LA stand alone J5 FCBKE) » RIFE[E—HGR > [RE®RZ HA 30 @A
Ui B [E] (AR 28 @vsftpd.conf 122 max_per_ip=5 » Fon[E—{&E [P
6 —BF R S o EF 5 EE LR Qvsftpd.conf 27 ftpd_banner=Welcome! 3
AT AR R 2 1T B @vsftpd.conf H1 27 listen=YES » 5%
RE%E vsftpd fal ik 28 & LA stand alone J7=URLE) -

1F Linux %49 > B LL vsftpd 217 FTP (@i 88 =~ /etc/vsftpd/vsftpd.con
f Fot - FHIPPLE ERE 2 Ovsftpd.conf 12 pasv_enable=YES » FR %
BE IR B = (passive mode) @vsftpd.conf §1 27 write_enable=YE
S FTARAIEAE LEREZE Qvsftpd.conf F127 use_localtime=YES » 3
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T LR AR MREDE ISR @vsftpd.conf 127 banner_file=/etc/banner 3
TR ICEFE F/ete/banner 1F BB AR 2 T80 -

264. (123) 1F Linux 2% 4 » B LL vsftpd Z 37 FTP {EIfR 25 2 Jetc/vsftpd/vsftpd.con
f ot » AL [ERE 2 Dvsftpd.conf 22 guest_enable=YES » £t
MEEHEAE @ e ek B guest @vsftpd.conf §17 guest_usernam
e=ftp » FIRTE guest_enable=YES BF » FHz% & HUS ftp (£ H 2 A9 AH R HE R
®vsftpd.conf F127 local_enable=YES » FR ¥ AE /ete/passwd N HYIE 58
DEEHEAZENHTRE A vsftpd EIREE @vsftpd.conf 127 local_max_ra
te=0 > BRARFEEFEHEHAEMER -

265. (123) 1F Linux &% 4 > B DL vsftpd ZE37 FTP (EIHR 25 2 Jetc/vsftpd/vsftpd.con
f &t - AR IERE 2 Dvsftpd.conf §12 chroot_local_user=YES » &
TR EEEHERFNASI R E #NILIE @vsftpd.conf §1Z chroot_li
st_enable=YES » F/RELH chroot_list_file @ vsftpd.conf H127 chroot_list
_file=/etc/vsftpd.chroot_list » F R {F chroot_list_enable=YES B » [R#l/e
te/vsftpd.chroot_list P2 EHEMHE » HEENASGHNRH RN TIE @vsf
tpd.conf 7 chroot_list_deny=YES » T RELEEFEHEVHER G
FHERI -

266. (123) #F Linux &4t » B LA vsftpd #1717 FTP {5 K 28 2 /etc/vsftpd/vsftpd.con
f g73ft » THIWFEE ERE 2 Dvsftpd.conf 27 userlist_enable=YES » F~
FErH vsftpd PHE LN Z BN IR SE @vsftpd.conf 127 userlist_deny=
YES % userlist_enable=YES B A & 40V E Qvsftpd.conf H12 userli
st_file=/etc/vsftpd/user_list » F RFE userlist_deny=YES 45505 - PRl /et
c/vsftpd/user_list 5 2 {# F & i A 5 A vsftpd AR ES @vsftpd.conf H
2~ userlist_disable=YES » R vsftpd [HIEF LR ZEAAYIRSE -

267. (124) F Linux &40 » B LL vsftpd 17 FTP {HAK 28 2 /etc/vsftpd/vsftpd.con
gt » AL [ERE 2 @vsftpd.conf 22 anonymous_enable=YES » &
T SO EF anonymous {8 & & A vsftpd F IR 28 @vsftpd.conf 122 anon_w
orld_readable_only=YES » /R /0EF anonymous 8 & B T & Al 5815 %
AIREFR @ vsftpd.conf 12 anon_other_write_enable=YES » H£ % 5F a
nonymous {5 #E E 58 AMKEIR @vsftpd.conf #127 anon_mkdir_write_en
able=YES » /R fUET anonymous {# F & B HERAURER -

268. (124) 7 Linux &4t - B LA vsftpd 17 FTP (SR 28 2 Jetc/vsftpd/vsftpd.con
f ok » THIWELE IERE 2 Dvsftpd.conf 127 anon_upload _enable=YES >
FREF anonymous EHE BA HEERAYRER @vsftpd.conf HZ no_
anon_password=YES » &/~ anonymous &N Fim ARG EFEE A
vsftpd {EIf 88 @ vsftpd.conf H127 anon_max_rate=0 » FRA EF anonym
ous {ifi FHZ HEEME R @vsftpd.conf 127 anon_umask=066 » 27 E &
anonymous {58 F ¥ F{EHEZAREIR By-rwx--x--x ©

269. (123) £ Linux 45 - B LA dhep 237 DHCP {3 25 2 /etc/dhep/dhepd.conf
ot > AL IERE 2 Ddhepd.conf 12 default-lease-time2400 > FEoR
5% T TH R FH4YHS S By 2400 70 @dhepd.conf 912 max-lease-time 14400 »
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270.

271.

272.

273.

274.

275.

276.

277.

278.

T e IE  FH & BT RE 2 KBV By RFAHEYRF R &y 14400 #» @dhepd.conf 1 22
option domain-name-servers192.168.1.2 » TRk & F Pl 2 /etc/resolv.c
onf ¥ 2 nameserver & 192.168.1.2 @dhcpd.conf #22 option routers19
2.168.1.254 » Fomax E [Ekes < THEC I E Fy 192.168.1.254 -

(23) 1F Linux &% 9 » B LL dhep 237 DHCP {5 iE #5 2 /etc/dhcep/dhepd.conf
H1 subnet192.168.12.0 netmask 255.255.255.0 { range 192.168.12.111 19
2.168.12.222; host serverl {hardware ethernet 12:34:56:78:9A:BC; fixed-a
ddress 192.168.12.88;} Y&k » FHIHFLL [ERE 2 (Ddhepd.conf 527 A4
ERE%E By 192.168.12.0/28 @dhcepd.conf H 2 B] 47 fC 1P iz bl & & B 192.1
68.12.111 & 192.168.12.222 Qdhcpd.conf 122 IP firfik 192.168.12.88 ;%
F LT server] EEER ﬁ%%ﬁ MAC firhl 12:34:56:78:9A:BC 44+
2 ERS @dhepd.conf 2 THEX RHE S E By 192.168.12.222 -

(24) HEPIm&EHE DHCP & FimR (Client Table) H Z WA [E - & 5 AR
L@y ST BT AV B 45 (Binding) ? Mipconfig /all @ipconfig /release @ip
config /flushdns @ipconfig /renew -

(23) NHIMFLL G E & TCP/IP 555 7 {#Hii f& (Transport Layer) i€ ? OFTP @
UDP @TCP @IP -

(124) 7R {75 & J& TCP/IP #81 ~ € & (Application Layer)fhE ? OSNM
P @Telnet @WiMax @WHTTP -

(12) NHIURLE 2 B TCP/IP #E8 2 448 g (Network Layen)fpE ? OIP @IC
MP @®RIP @WFTP -

(124) P XfG@EE T BB T FIMLIhsE © OFEEE ORERE OERER
H @EREARHE -

(14) BEF> UDP W@ 2 &t - FHIWEERE 2 OHE R (Datagram)fZ5H (Hea
der) =¥ K 8 {lEfiz JL4H(Byte) @ Ky & 1] (Connection-oriented) g E
{1 CRC & HE &k s @FRIRAY L EEERHENRE{EH UDP
fidE TCP -

(134) BA TCP @ Z gkt » FHWHEL ERE 2 OHE A ZETE(Header) £ & /D
Ry 20 {EMiz e 4H (Byte) @ F %R # $% (Connectionless) i E QLM 3 M3
(3-way Handshaking) #6217 8 8 @ A% ¥ A (Checksum) i 75 F B2
PHE R G R

(124) IP B EEBEAMS HATT 2R - Ree HAi A csHRNAE L 16 AR E 470
0 0056 0003 6000 0A06 0000 8C4E 0302 AOOE OF02--- » N ZIJ I &6 11 ©
O EETHLE LA 28 {E byte @QFHE A LM 10 @ router @ ELFT
g E%ﬁ’?% UDP & @ 8.2 BRI &5 F 58 {E byte ©

Options (0 or more words)
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279. (24)

280. (23)

281. (124)

282. (24)

283. (14)

IP £ e BRSO T R AT A LT AL DL 16 LR ¢ 470
0 0056 0003 6000 0A06 0000 8C4E 0302 AQOE 1F02--- » " HIIHFLE [F A 7
DM HFEME) 2 6% 0 @M HEBLME) 2 6% | @D HEf(DE) 2 % 0

Identification

Options (0 or more words)

IP BTSN T 2R - e HA 8 nsHN A DL 16 B =R Fy - 470
0 0056 0003 6000 0A06 0000 8C4E 0302 AOOE 1F02--- » NI WFLE T HE ?
OFJEALHE(Source address) Ay 140.68.3.2 @ HHIfir#ik(Destination addre
ss) 5 160.14.31.2 @Rz ik (Source address) B 140.78.3.2 @ HAYALHE
(Destination address) & 160.24.15.2 -

B[w
Identiication 15

live | Protocol Header checksum

Fragment offset

Source address

Destination adress

Options (0 or more words)

R F 28 2 B R {5 BE iz (Maximum Transfer Unit, MTU)R#&] » IPv4 &t
BT E RN i S ER BT TSI R A7 (B 1T RE g
FEARE 2 O E{F B (Fragment Offset) @FEHEZ ¥ fil(Header Check
sum) @ FERHE OM HEEE -

B8 7> 4G B& A HE #8 52 (Network Address Translation, NAT) Z gt » NI
SIERE ? O EANE NS AR ak ~ A EHE o SR RO [E AN RS
tk > HEFE—IRGE @K B E AN B ES Ak 2 7 4h £ 6 - d8Ha pl e [F]
SRS HE > B ERERGE O AE A > RARAHE > B E A
B AEEE izt DRFEAEE - RN FEIRSE - SRR B N RS ik

BE A AR EEA ICMP SRR Z At » THIFLLIERE 2 OFEH & A ping 5
Sl EHEFE £ "Echo Request"#HUE @UZE|"Echo Request"&H/E > LL"Hos
t Reply"sHE [E]fE @& Ux 2 B H I8 (Port) 2 UDP & » {H F MR > S
ocket » PL"Host Unreachable" /2 [BIfE @ E UL E A F8 (Port) 2 UDP £}
f1 > {H ¥ HEEZ IR > Socket » PL"Port Unreachable":flE [O]fE -

284, (123) BT TCP #EZE#%#](Congestion Control) Z &4l » NHIWFLEEHRE 2 OfFE H

285. (13)

2L IR B £ BOE DR (Additive Increase Multiplicative Decrease, AIMD) &
H Q% BE(Slow Start)EEE QfF FI#EZE % % (Congestion Avoida
nce)H E A @fF H#EZE(E M (Congestion Detection)/HEE -

AR LE B b% 28 (Router) HY D AE 7 DIP EH EAZH# (Packet Switching) @
Hii 4% [ 11 (Collision Prevention) IP #f & %5 & (Packet Filtering) @ & #&
& #% K (Broadcast Domain Enlargement) ©
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286.

2877.

288.

289.

290.

291.

292.

293.

294.

295.

296.

297.

298.

299.

(34) 1EACHAZZ (Switch) b - DIBEL i) & 71 5% & L ¥ (Trunking)4H5E 2 WVLAN Tr
unk Protocol @ VLAN 3802.1Q @WISL -

(24) AL ES 1 g (layer 1)ae g o] #8 R B — @ S AE S (LAN)HY ik 25 [ 5 2
@DOSwitch @Hub GNIC @Repeater -

(34) BRFIEEHY LAN Ay IP firkk A 172.16.2.1/23 » TR #4750 5% LAN
ZHERIP firtk 2 O172.16.1.100 @172.16.1.198 3172.16.2.255 @172.1
6.3.0 -

(123) 28 2 J@(Layer 2) XAt H B 5L DI RE © OBEAS G FE(ASIC) @4 2
(Wiring Speed) @fEKZE#E (Low Latency) @ H(Routing) °

(24) BHIYEE 2 J@(Layer 2) % gz (Switch) Z R » T HIWRLLIERE 7 D3 Hgs
EZ B EGE (Hub) O3 B L IBMEH 2 (Bridge) @RS
{E GHAE (Frame) 15 1P fizdk - A6 AL 1P k@8 I8 4 BS & 6 @O ig i
HH{E FHAE (Frame) AR AL B 28 B 15 MAC fizhk -

(13) ERAGHESREREERE - TYIFCIYEL IERE 2 O ikl & (Collision
Domain)¥ & @E/DHi#EE (Collision Domain)# & @ 4%/ Mill 1% & (Colli
sion Domain) @#& AHli## & (Collision Domain)

(23) AR B H g% WAN Us /1 2 OEthernet @HDLC @Frame Relay
@PPP -

(24) P& A EEFEEE V) % T M e 4G B o AT MRS b e 2 DORIPv
1 @RIPv2 BQIGRP @OSPF -

(124) £ % F 28 [ { A PPP(Point to Point Protocol){E B WAN Uik 8 :L 177 2 B -
P H 28 TR b o i v] A DAE% XE PPP 4H%E ? (DSynchronous Serial @Async
hronous Serial @LMI(Local Management Interface) @WISDN(Integrated S
ervice Digital Network) e

(34) FEFEIRAYEE (Storage Area Network, SAN) R4t AL R L 2 OREF
5 B R (E ik 25 QAW HS WA B A He 4 % I 122 (5% # (Network Attached
Storage, NAS) &4t Qfdlfkas ol EFEFIFF ENVERNE S D% EREE
Pk 25 B R e IV B G 45 18 -

(134) Layer 2 ZZ#fazs o] (F FHURLE T gE DAY i g EAvAR S 2 OArukE22HE (Addr
ess Learning) @& (Routing) @ ## 24 B %% )& (Forwarding and Filtering)
@7 P& % 7 (Loop Avoidance) °

(234) EATHAIRAE Ry VLAN L8818 (Trunk Port)EF » "N AIWELL S5 SV 2
DBlocking @Dynamic Auto @Dynamic Desirable @Nonegotiate -

(124) BEFY TCP/IP g » T YRR LE TEHE 2 (DAGFE 48 % o 3 2 (3 F 2 28 =
e QA —EHEHRATESE @ e EHEANENHER 2 - OBFNHE—
FrE Mg FIiAE @ OST B AUAHE > #A T EMS -

(124) T HIIHF L B A#RE B% FH (Static Routing) ZFf1E 27 O U7 /A E @6k = 584
QATE TR HNE DEEGRE MR AF -
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300.

301.
302.

303.

304.

305.

306.

307.

308.

309.

310.

311.

312.

313.

314.

315.

316.

(234) FHIWFLs B EBE RS FH (Dynamic Routing) 2Btk 2 O EAEETESR @
BE#EW QA CHTHMEKNE @E &S 2 ik 2480 -
(234) THIHFEE By ADSL ﬁﬁ@ﬁﬁzwﬁf ? OFM @CAP @®DMT @WQAM -

(23) TFHIWRLL A g A i AE A E L TAe A 2 D11001101 @10111101 10
001101 11100110 -

(14) "NHIBRLEE — e G 8 ] i ar [E iz o2& 2 11001101 @10111101 @10
001101 @11100110 -

(13) 1P fizdik 220.35.12.100 TTRE/E@ Y T HIWFLL A ES 2 (D220.35.12.200/24 @22
20.35.12.200/25 (3220.35.12.90/26 @220.35.12.90/27 -

(124) BEFY IP firtik 222.68.120.35/26 » THIRA L IERE 7 D/26 T+ 48 1%
HE P ILE 26 [ 1 fzyt @% 1P ArhkFr(E FAHERS AV E RS 1P firht & 222.6
8.120.63 ®&% 1P fir ik AT 7& T 4916 T 45 /& 4a s i L FH BT 1P sk & & 64
@/26 F=or 256 {@ 1P firhk 57 Bk 4 [E49EE -

(124) THIHFLL B 2, K49 S (Ethernet) A ERAE (Frame) iz 2 ODA(HI{iziE) @
SACKIJFRfizik) @Frame ID(GRAEEK ) @Data(&HRL) -

(124) BAW 4GRS foh & (IP) » TRIRFLL E/E 2 O B Al fe i B = 68 H Y17
JE Ky IPv4 @IPv4 Z At & K 32 firot OIPvS Zfirk&E £ 64 izt @
IPv6 Zfirsk =& F 128 fuot -

(123) NHIGFLL Ky TPve B ELEIE T2 2 OBERE(Unicast) @fFRE(Anycast) @Z%
& (Multicast) @& #%&(Broadcast) e

(123) AR TP AL 2 > AT ER AL 7574 2 DCIDR(Classless Inter-Do
main Route) @NAT(Network Address Translation) @DHCP(Dynamic Hos
t Configuration Protocol) @WRARP(Reverse Address Resolution Protocol)

(123) THIHFLL By TPv4 B IPve 77 2 iR il 2 (DEEHEE (Dual Stack) @%F
B%(Tunneling) @ #a(Translation) @A #a(Switch)

(123) BE A SRS Ak 75 s € 2 R IR 58 (Port Number) » RN YIRCICHFEL IERE 2 DH
TTP:80 @QHTTPS:443 DSMTP:25 @FTP:23 -

(13) THIHELL K TCP i EVFr M © OE R @& 2% E UDP & th
@ SEME UDP E s O FNHEEERETEHREE -

(123) THIHRLE Ry UDP g st © DI @Rz E A @ &F 8tk TCP i th
Q@ FEMER OB G =M E R E X -

(123) AR A5 R AV 4w % 5 =0 2 O[ElEFZ (Return to Zero, RZ) 4wt @
S TR (Manchester) 4@t @MLT-3 4wt @CCITT 4miE -

(134) THIIRLE By algE 2 MR A EE 2 (0255.255.255.128 (2255.255.255.160 32
55.255.255.192 @255.255.255.224 -

(123) Z3ER:10110101 B R AL Bl E 2 O/ VER:265 @ #EH:181 @
TN HEERBS @/VHER267 -
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317.

318.

319.

320.

321.

322.

323.

324.

325.

326.

(13) EH1:11011110 B RFIRLL 8 A% 2 O /VHER]:336 @1 H]:220 @
TNEFDE @S H#EFH]:CD -

(124) BAKS IPv6 » THIRCRL L EHE © OIP firik e 128 fiz L4k @I LUA 8
HEFFRR OFHE 4 HF T 8 EflFm @EREEE 7=
LA TR -

(234) B E# P51 (Direct Sequence Spread Spectrum, DSSS)$4fy » 51
RO 8 TERE 2 (D AH % 80 B 2 B AT 902 MHz~928 MHz #HE: Q%S
RybEkctes - aTHEL B R ERERE QRS 5 HE B — REM ST
B DUES R IR E 9% OFF A 2 3% £ AV (Base Band) (S 57 B S AT
WEEAEE 0 FETEE -

(134) T 51| HR £k 2 52 2215 5% 07 55 % & (Fading Effect) IR ZE ? DS 57AVE %A
W QREEREEIEE OTEaNBE e @& ERZE (Multipath Pro
pagation) °

(234) B AR SRR > NAIRCIRLL (EhE 2 (DEE 5 (Bluetooth) 5 A 20 ZHHL
FEEZNRAEFEREHGEH OFFEERR 2 masE » REIEE
AT QFE R E (S B Y (International Telecommunication Unio
n, [TU) B il & M EE H B Y 4H 8% @O AR 2 (F A& oy By 7R B 2 R (L
icensed Band)Hi RN EEEZ#IE (Unlicensed Band) i fE -

(34) FBHNEE S ME4REE Jg (Bluetooth Radio Layer)fihiE » N IR IF L8 TERfE 2
OfF AR EE Fy 2.4GHz & 5GHz @ 5 H £% F @48 (Spread Spectru
m)F T @ AR FEEEZH AN ISM(Industrial Scientific Medical) #E %
@F% 75 B S W FE L #8925 (Gaussian Frequency-Shift Keying, GFSK)

(134) 1F 4508 = 44 E& (Wireless Ad Hoc Network)t » 2% = (Flooding) & A
THIpLEEEE 2 DEHME R (Packet Collision) @Z% & FHI(Multiple Acc
ess) @17 F (Medium Contention) @TUERE #E (Redundant Rebroadcas
t) °

(14) BRI 4R BOH4E pS (Wireless Sensor Network, WSN) » "N FIIH it I £6 17
W 2 O 2 E EOHI 23 6 85 (Node) 4H Al @ 43 BN 85 0 JH PE IS 78 88 (D4t
G ORI 25 00 ZH B R TS BOHI 2 THAE (@4 4 IR NI 25 671 B AE % 71 {8 i i & (C
ommunication Rage) N ¥4 fie &g i@ a8 -

(234) B A 4R 53R A (Radio Frequency Identification, RFID) 2% » 314K
AR e EHE 2 OB E IR S E iR~ 2 R @ X #h=(E FiE8
WE/ N EE A QBN E IS B B A E5E - R ERE
DAsEplEE as oK @ T #) N R gt e N E - ERFE e > 2
HEWRLER -

(12) BAR 4 FEAIRE 2 % B FHU(Multiple Access) » FHIRCLIFLEAERE ? O
A7 HL(Ordered Access)H5 & 8 1 i &5 1] DLUBE B 28 Bkt QBB {7 Y
(Random Access)f& & 2 I 75 (R IH 7 8 22 &0k Q&€ A7 Bl (Deterministi
¢ Access) (R DURFE 17 U EFENIEF @44 = fF B (Combinations Acc
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327.

328.

329.

330.

331.

332.

333.

334.

335.

ess) & FE 4 F EL (Random Access) ~ X FFFEL(Ordered Access) K [& E =
fZHU(Deterministic Access)4H& A -

(14) B EEGEHIBE > TR R EfE ? OF SO ENY S EE
EEERE /N g EA KB (Reflection) @& B RN i £ 7% & B & K/NE
BV 0 G E AR (Scattering) QF BEHLM i T #4527 1A HY [RHEY)
IF > & i Bl BB 70 BE AR B 5 (Diffraction) F 2 B2 Ui @R 55 (Fast Fadin
2) AL RIEFE N BY RS B S B (S 55 0R 8 B LAY 5 > 12755 (Slow Fading)
Rl & 15 05 PR B 0V 7% B ER (S 9R 9 E F 4y &1L -

(124) THIHFLLIE H BiER LGN ER ? OERBEER OBHRFBEIEE O
ERE A OETFREEEEH -

(123) &I 0F L 58 A F7 8h 28 # H 0 (Mobile Switching Center, MSC)HYIHEE 2 D
#H 5L P2 (Call Handoff) @#8EEEE #H (Call Processing) @ME:AYIHAE (Paging
Function) @ ESHI(Environmental Monitoring) ©

(234) ¥ RLEV4EES 53 M8 (Taxonomy) H 2 A WLE 2 OLUE A& ABUETT5E @
DUE 35 5 AT 7 B QDU (5 SR R EUETT 70 8 O DI RS i & & I oK
INEETT TR

(12) BERS L4 5 &R (Fiber Distributed Data Interface, FDDI) £ i »
TR R TERE 2 D% B L HTHAE B B A IS RE 11 @ F# #iE
Ko RS Qs%stHE L B 500 Mbps @HH A5 E1 BE R F A FEEE & 1000 A H

(12) RBARIEFEZD FEn i = (Asynchronous Transfer Mode, ATM) » " ZIE LI
LEERE 2 OB E 4R E A (Connection-Oriented) A 4E EE @ &1 %1 FE F 2 =
HIREIFR K » 2L o b @ik % @& E T/ER: K82 100Mbps HYH
i R AR LA AR (Cell) By B AL » BRI 4l & S F 480 fiz o4l -

(123) BAR4RESHIlT » AR LE 1 2 O [EEFZ (Non Return-To-Zero)
Plsm&Efr R 1 REAFRR 0 Q=2 /MilrEF (Manchester) UK E A7 2 5 &
frm 1 SEME2EREMRT 0 @A EEFZ K#E (Non Return-To-Zero-I
nverted) MBI RAER IR | » FEMREBEALRER T 0 @O Z (Return
-To-Zero) LEEREIFT 1 {E A A E(E 7 0T 10 4ERFAT | AL Tay &1t
FTAFERO -

(124) BN IEAS 43 #8 2% T.(Orthogonal Frequency Division Multiplexing, OFDM)
ey - DHIRCGEIFLE ERE 2 O#FOF 2 BFEERRBGAIIZEE ©O&
AR ERHEERE )T » SRR AR & QAR P B K (Multipath) &4
W95 (Fading) @] DAHEHL 95 E] 48 (Inter Symbol Interference, ISI) -

(134) B Z K 4EE% (Ethernet) » THIRCRF LR IERE 7 D10Base-T L K4S
FREERE 100 AR » EEENEE LR S5 AR @10Base-FL Z K4
PR FEEE - ST #2500 ~ S Blggps R E B EN @ 10Base-FP Z
RSN BEFE PRSI ERSNEEEE > %A 48 [HEE
@10Base-T Z K4S E Y 2 B HE LR A 100 & -
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336. (124) BATA P51 43 BR 49 P2 48 % 17 € (Serial Line Internet Protocol, SLIP) Bl ®E ¥}
#h(Point-To-Point, PPP)HYELE: » THIFACFLL IEHE ? OPPP A H #hEli#
AR — 7 o P R AL RE YR € @PPP g R EHE R E & - (FHA
A ER4E 7= QSLIP W E[E 1 PR Emas b - B B A (i 7 2
@SLIP e H ek & 2R - WA FHREE R Y -

337. (234) BEFEAL s Rty > TR IEHE 2 O R AEFRHE 128Kbps Y & iy 2
2 QE R §E R L H R (R @ B §8 5 EOHI & @ $2 At
2T HYEG T -

338. (234) BENATEN @ 4R » THIRCRBPLL EfE 2 D2 ERKE L 24t (Global Positi
oning System, GPS) Fs 55— ATE M N R FAVElT @ B BRITEN M A
(Global System For Mobile Communications, GSM) A2 —{LiTEh @ &
4 QEME I IESL E{FHI(Wideband Code Division Multiple Access, WCD
MA) B 28 =T8I A A AR T 2 — @IER 53982 T.:flr (Orthogon
al Frequency Division Multiplexing, OFDM) & 55 DU 17 8h i 21 S 4R 4R
Feffrz— -

339. (134) BEFY IPsec(Internet Protocol Security) » NHIFL AL HF L F i 2 O DL F|
A Jeg o i 6 U 22 2 ARV S 3 @ i QTP % B EH (Authentication He
ader, AH) IR & R Ay se B2 14 B M @ FE B E R & 1P # 5 £E5H (Authen
tication Header, AH) @E B fEE & [P £ 352 2l # (Encapsulating Secur
ity Payload, ESP) -

17200 4AE%ZREE Z4&k TIEHHE 05 @ HEERA S EEH
L.(1) AR B BCE MBS AR J7 05 2 OF 2R A S Bk & HAEE —
BfE ke - B RHEHEHLAFENS G Ak QG INERS T > @A
RE R & F HUE — I A Z A ik ds O PRAEES &R 73 By 5 2 R
LM EIR > PSR (Al e s A 2 Hofl (e e By (¥ & M IS 4 B BUHL At T
TERFEAVE A - IR Eh(E A & BE AT Ay TIERRAH - DUR/ S B B r HY

2. (2) Y& B N B ERRER  BEEER ? OBRIEEY QAT 4HE
QAL DR EEE -
3. (3) NEMAE B S HE R E 2 OSMTP @TCP @SNMP @WICMP -

4. (2) SNMP {7 & fir /s TCP/IP fEA iy — g 2 O4GFE 48 p% & (Internet Layer)
@ JFEH & (Application Layer) @ {H# & (Transport Layer) @#EE& f& (Link
Layer) ©

5.(4) SNMP 17 € THE S W —fE @ i € 2 OTCP @IP @DHCP @UDP

6. (4) SNMP fi i (£ F Y E R 5T Ry i) 2 D80/81 @443/444 D110/111 @161/
162 =
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7. (1)

8. (2)
9. (3)

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

(3)

(3)

(2)

(4)

(3)

(4)

(4)

(D

(D

(3)

(3)

ICMP f# € B> TCP/IP HF iy If— g 7 OAEFE49ES 2 (Internet Layer)
@ FE R E (Application Layer) Q{2 (Transport Layer) @## L Z (Link
Layer) ©

[SO B4 M EHIIRE & 7y R R ? D4 @5 @6 @7 -
TR SO b e B sV ? OXEE (Performance) &
H QO E (Accounting)EH @i = (Flow)EH @4HEE(Configuration) &
oo

THI o] B R A pE B M ARRE ? DR O AR QRERA DK JE
iEA

TR &N IEHE 2 O PSR pE B B R JE NS A B QAL e 491
P& EZ > o DLFH AH BRI B 1A S 48 2 BUR B e 4% - DATH I RS HY R AE D
&4 B g Y £ IR AR 2 nf ) @3 {E TS DL E 2 28R (Full
Mesh)PhiE&EREH - S(E TR A M (E DL LAy Einpe < n] 24 -
THMIERNZERMEEREBEFNEARERE? OFE OFE OME @
Nz

TR L TERE 7 O B4 PS5 A 75 275 B e H A2 4089 7] M (Ava
ilability) @49 B 5% =2 80-20 JERAIZEFE/NA 80% 177 185 i 4

BE 0 20% A% AR I M O nT DA fnfE Ak 28 7 SR PR R g is B AR
DFHEREHEE > S HEEEER S TBENE SIS -

THMa &R Eetat PEE 2ot my > JEAHEE 2 HIEER ? O EE ©
BEHEERE QAFEAEEE ONAEERE -

Ny g e A 2 Ol (Polling) e fa B B A& A A BAEHER
EHEEH QORI BBEME - PIENRALIEHEE N BB TIE @CMI
P(Common Management Information Protocol)<2 H Fi & & F Ay 48 i@ 5]
e @HGESE H 240 v LUE L FFTA % SNMP(Simple Network Manag
ement Protocol) 2~ 48 P& % -

IEEF (Agent) ZE B —FE il h € - & 49K & s ik 455 H 28 (Man
ager) ? OTFTP @SMTP ®@TCP/IP @SNMP -

s B A AV T4 (Component) N &L ST —1{E ? OAES (EHE QF%H
gz QfUHE g8 (Agent) @WE B g5 (Manager) °

AT EANER 1SO fEAEMEEEEHIIEE 7 ? OKAR(Cos)EH Q%2
(Security) & H Q@ AE(Performance) & ¥ @ & (Fault) & # -

T FE 1SO 226 4 % & B Ty RE 1] DAY & BB I 4 B A {5 AR BE 2 DY
[ (Fault) & # QFEF & (Accounting)E Hl @4HHE(Configuration)E Hl @3Y
HE(Performance) & -

PR AR S A E (MIB) AR - (o[ & R IEWE 2 O R FIAER KRR
HillE QB aHNER T OEEYENRFERE OFEERZY
(R RIS DIBHIR I B R4S REE I -
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21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

(2)

(D

(3)

(D

(2)

(D

(4)

(3)

(2)

(2)

(D

(4)

(2)

(1)

(D

(3)

RMON-IT 2 EH# OST 4t 2 F A E K L AR 2 OF 2 8 @OF
3REQFE4E DETRE -

RMON EH OS] 48 2R E KB U TG ? OF 28 Q% 3
QF4g DESE -

SNMP At FH 8 E AR (Primitive Type) BRI A%E 2 D2 fE @3 & @4 &
@7 1&E -

SNMP B FHAY R A (Constructed Type) BRI A % 2 D2 fE @3 fE @4
i @6 flH -

SNMP At FHEJ%T4E S (Application Type) &I A %fH 2 D5 & @6 & Q7
fiE @8 flH -

THNE AR SNMP At FHHYE A (Primitive Type) &kt 7 O BEE(F
loat) @ /\fiZ 7TC4H & (Octet String) @ %% (Integer) @ZEE (Null)
NHIMEE S SNMP At AV ES A (Primitive Type) & 2 O #(Flo
at) @751 (Sequence) @A A (Opaque) @458 A5 (Object Identifier)

T E RS SNMP AT U142 2 (Application Type) &R} ? OM £ =3
(Gauge) @AIEE ALt (Network Address) @F%!(Sequence) @A HI(Opaqu
e) °

AU E A ZAHREE # (Configuration Management) HYLEE 7 (DRIE) ELRH
PAME M AL E QU ST AT RENE L ORELRZNSE @
WELRG HAHRAE -

NHIAE A 2 A BE B B (Performance Management) FYIhAE 7 DR E LT
Ll QBB AGREBEFEA O H A KN B#EE T R 5 R R0EE
DEH AR FEA N T ER e EHIEH) -

NI A S B (Fault Management) (YIORE 7 QMR T HEHEE
HTE @B R FE R AU A QHEFR IR @ IT IR E A2 Er il
al e

NHHAE A2 B E E B (Accounting Management)HYDIAE 7 DR HIAERE &
JREYEFH 2B ETWE QEAEHFEFHENEEERKER @&t
B HZEERERNEAR QR E NS M EERAR -
NHHAE AR L E B (Security Management) (YIARE 7 O ILEEH 2%
EHH QBN ELIE O LeE Mt QL ERN T MhFEE -
THMaFEARE SNMPv1 #9354 ? MReport @GetNextRequest @Trap @S
etRequest °

N[ = SNMPv2 HHELH v1 #igiyiE 4 2 OGetBulkRequest @GetR
equest @InformationResponse @Repeat °

THaE AR 2 SNMP Z2fE iy —E857 2 O E5 (Agent) @ SNMP #7E
@fFE & (User) @& H 28 (Manager) ©
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37. (4)

38. (4)

39. (2)

40. (4)

41. (2)
42. (2)

43. (1)

44. (4)

H 3 EF4H (word) © w1=0110011001100000 ~ w2=0101010101010101 ~ w
3=1000111100001100 > NFI{a] & Ky ikt 3 {EF-4H 2 UDP checksum ? D10
11010100111110 ®0100101011000001 30100101011000010 @ 10110101
00111101 -

TCP Ha &M TE : TCP HE X NELL 16 #HAr# T =4l
T 00320015 00000001 00000000 600207FF 00000000 - H H 5% (De

stination Port Number) A 10 #E U EFFE R B 2 D0 @32 @15 @21 -
Bits
0 8 16 31

Source Port Destination Port

Sequence Number

Acknowledgment Number

Data Offset Reserved Code Window

Checksum Urgent Pointer

Options Padding

Data

TCP #H L Z MM #& a0 N & © EAf{r Data Offset » &E & 4 (T » T
BRI 2 HEHL B - i AR R E (Header length) « TCP #HEZ A
RPL16 M EFE R /AT - 00320015 0000000 100000000 600207FF 00

000000 > H TCP HEEHEEE &%/ byte 7 D6 @24 @30 @28 -
Bits
0 8 16 31

Source Port Destination Port

Sequence Number

Acknowledgment Number

Data Offset Reserved Code Window

Checksum Urgent Pointer

Options Padding

Data

GRS —HER b Bl EaEEr st ? O F il @IP fizdk
QL 4 OFERALE -

ping f1 4 A& E 2 OTELNET @ICMP @UDP @ARP -

IPv4 EHEETERMREAL > T35 2 (B € B8 & ke i 83 nv it i s el 2 O3k
Hl(Identification) @TE EH(Time to Live, TTL) @ HWVALHE @pE -
RIP 2 il E ? OWNEEEH @M TS H RN H @FMTEEH @IE
BEEE o

£ TCP i H » ACK=1000 % © OEUE] 7 1000 {E segment &} @
ELWETT 1000 {E byte B} @EULE] T 497 1000 2 segment @ ELULF]
T 457 999 2 segment °
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45.

46.

47.

48.

49.

50.

51.

52.

53.

54.

(2)

(D

(3)

(4)

(2)

(2)

(2)

(3)

(2)

(2)

W % A R B i LLZRSR R bps(bits/sec) Y B ## ER (Single Link) £ -
WA A EEEE R D AR - {E9%{F 5 (Propagation) ZRE & P AR - £
A BIEAR/NE L i E B8 4% B » H RS (Propagation Dela
YIR/NFy{a? OL/R @D/P @P/D @WL/P -

WA E A% A R B [EIDLEEZR R bps(bits/sec)HY EE#FL (Single Link) 2 »
Wi FAFEPERE R D AR (S5 E RS (Propagation) REFH P AR » £
A FERNE LA clEBE FH B » HEE 2 Fig2E & (Transmissi
on Delay) & 2 DL/R @D/P @P/D @L/P -

18 T ([E AR > B BE(point-to-point) B BE - 5 — F A —(EH 2H
z ~ 4Hz & 8Hz %5 3 (S 97 AT 4H AV E 9% » RIEEUR ERAUR (S 9 2 AR 2
DB/ JEIIEMERE(E 9% ? O8Hz @14Hz @ 16Hz @28Hz -
JEENENES (Sliding window ) fhEH » A EEM - E—HAES A (Last
Frame Sent, LFS) ~ E—HmEzZUxF] (Last Acknowledgement Received,
LAR) B3¢ %5 K/ (Send Window Size, SWS) =& [E 8B {& B {a] 2
OSWS - LAR<LFS @SWS+LAR <LFS @LFS+LAR<=SWS @LFS - L
AR<=SWS o

N EDCE RS T o BEAE S B 2 BEEE S 10 kn o fRE(S 57 EL 2x10%m/sec

ECE P ERE > HE— e EErEMATAEE 2% - &% K RTT (Roun
d Trip Time ) A 2 (1 psec=10-6sec) D700 i sec @600 usec @100

wsec @30 usec -

T T T TTTT

Y AR CSMA/CD Z 8/ EU#ZEd] ( Medium Access Control )
I uE B 2 B 2 EE B 80 km > 75 HHAE — 88 25 UG & (A1 49 1% B A B ik
B AETE > DL 2x108m/sec (@ (H L - HEEGT 2388 43R & 100Mb
ps ° PReg s bt a3 ol ENEHE > A2 REE/DONHEAES D byte ? @O
5000 @10000 7000 @8000 -

BN (Crosstalk ) Z gt » THIMEEARIEME 27 OiTlmsEF (Near-e
nd Crosstalk, NEXT) BHNEFFH 228 Qirlns & (Near-end Cro
sstalk, NEXT) 2 dB ks > (ARG (H il mE 2 O & fin 2 R i

= BEER MM E @FE (AR B EER T 2 B4R EE 2B
BTk o

TH s 2 HHEs T > PPP B Z =R ESE R E 2 ONCP @PAP
@CHAP @WLCP -

AXER ) PPP Hh A ad 2R 0y $8 Rl A B > FE S A T Al 7h 2 sk 2R R 2 OP
PPoE @LCP ®IPCP @WCDP -

T fE WAN 7 € N e E s s E IEyIhsE © OSLDC @HDLC (OPPP
@LAPD -
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55.

56.

60.

6l.

62.

63.

04.

635.

06.

67.

(3)

(D

- (4)

(D
. (2)

(3)

(4)

(3)

(2)

(4)

(2)

(3)

(4)

THMe 3 R R B A PSR OSL) ZAKNEEEERZE ? OK
J5 i B H 890w ] Repeater BYEH @A I I B H 8 I & 4 H 4% 7] 7 @
Pl 2l 5V EEEE QRBERAR -

MTTR(Mean Time to Repair) &z MTBF(Mean Time Between Failures) &
BApgn] M > Ny A e AR ey o M ? O MTTR 3234 0
MTBF @ i1 MTTR i f&{& MTBF @ [E B [FE{K MTTR k2 MTBF @ [&]HF
BEfin MTTR Kz MTBF -

RMON £ R fr f& 75 74 Eh 2 @Command @Table @List @Prob

e o
RMON & {o] & 77 7€ 0V fE A AE {1 2 (DSNMP @UDP IPX @WSMTP -

w BN EgEEENAS > B2 B OFBE[Risk) @B (Threat) @
FE 5514 (Vulnerability) @55 %5(Weakness) ©

THMERBER SO EAENZ2ERK ? OERTEYE QEREEME O
NEetE @R &R -

TNEFE R E AN B [Psec VPN 2 DL2TP(Layer 2 Tunneling Protocol)
(@PPTP(Point-to-Point Tunneling Protocol) SSL(Secure Sockets Layer)
@DSS(Digital Signature Services) °

OSI tREEd » M—EaRTVEER LS EFE ? OER#ERE (Da
ta Link Layer) Q@EH#E/E (Physical Layer) QfE#E/& (Transport Laye
r) @FERE (Application Layer)

THIE R EE S (Bluetooth ) Z A » fal F A IEME 2 O 1994 £ H 5 Fl
BEAERLIRE O A 24GHz M Q& (Radio Frequency, R
F) #Him 7 O 2L EERES -

TR LR IEWE ? QBB ARG T o L EH g A rr ot T+ 3#
QERMEL B M pS H A AT WAL HABGRIE @M T hn ] DA &
T g 2R R @FH5H (Frequency Modulation, FM)#YEE 8 77 Z(EE 58 I8 (Ampli
tude Modulation, AM)¥Z 552 £ 8 KR 1Y 52 2

TH g A N EE ? ORLHENNSE > —RIBAEENRSE @F =
ﬁﬁ?ﬂ}_ﬁ%éﬁ%@ﬁﬁiﬁttuﬂﬁﬁ{iﬁrﬂ Qi & s el Y 2 EEAF ARl (M
ultiple Access ) T] DAGE (& 1T B sl s IL F &R EBAHRE D352 1.7
HY (Code Division Multiple Access, CDMA ) = HEM (Spread Spectr
um ) Fflg e

NHUITE B AT ENEE RS ? ORHZESIEFE (Wideband Cod
e Division Multiple Access, WCDMA ) @QIER 3 #E% T4 17 ( Orthogon
al Frequency Division Multiplexing, OFDM ) ® & EkfTEh@Eil£4 (Glo
bal System for Mobile Communications, GSM ) @&EEA %% (Globa
1 Positioning System, GPS )

OSI et  aFEEHARKHNEN —&E ? O&R#EE (Data
Link Layer) Q&#&Jg (Physical Layer) @E}ﬁgu ( Transport Layer )
@#Es & (Network Layer)
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068.

69.

70.

T1.

72.

73.

4.

75.

76.

T7.

78.

79.

80.

81.

(2)

(D

(3)

(3)

(3)

(4)

(4)

(4)

(3)

(D

(2)

(3)

(4)

(4)

TR E R IR ? OFEAERESENE TEHG TH O HEE
BB EEE T T H Q¥R H0N AH A BV FE B R fir il B AH L & @FE
Aot B I B g R . B S W R Y TE -

T E R R EAEER ? ORKRE S OFmAE T OPER T @
Hgmrems -

A By Z KA RS 2 Prlili Al 2 OFFsClE/REE (Token Bus) @FF
sCfH 4% (Token Passing ) QR EMIZ EAFE Al ## 0] (CSMA/C
D) @#EOAEMZE I i % (CSMA/CA)

A fE Z K A p& Y EH il /B SR e84 © D100Base-TX @10Base-T @
100Base-FX @100Base-T4 -

B 7> IEEE 802.11a HYRUMAT & EHE 2 OfE A 24GHz HH @i A i 2
# I 128Mbps @1 IEEE 802.11b/g RAHZA @HEA 10 &4 HH & 581 45
T E AR B2 ERITE E(E L% (Global System for Mobile Communicat
ions, GSM) H] DUFEFHAYHERT 2 D1800MHz @1900MHz 900MHz @36
0O0MHz -

NE R RN ERE ? OB S (Bluetooth ) J5 fiy /& — 8 55 FE ik 1y 4 45
R iy Q1TENA(E AFEm IR - HEEREROZ TSR @K
TEE(E 24 (Global System for Mobile Communications, GSM ) A%8
TRATENE AR X E i @IEEE 802.11¢ & A 24GHz AUSEE -
TEHMAFERE AT T DAE A — R EH AR EE R AVERSR © OFE T @974
ZT QT @K% T -

BRI B AT g AE 7 OFEMJE (Application Layer) @%@ (Netw
ork Layer) @ &#:JE (Physical Layer) @{H#ufE (Transport Layer)

AT By 100BASE-T ZRARSHIAFRE M 7 D 100Mbps B4 FH i HY
BEL R LK HES @ 100Mbps F AR 5 i Y fH [5] il 43 £ K48 @100Mbps
FAAH I Y 4K 2 K 4B @100Mbps R (5 fi 1Y 41 [5] dil 43 £ R 49 5% -
REANEHE R flt (Long Term Evolution, LTE) » &I fa] & K 1E
W ? O — MMy TemRr @ HaEtk HEm A Hig HEALE O
LR RE (i 2 RS A AR @ HIERC 4382 T. (Orthogonal Freque
ncy Division Multiplexing * OFDM ) B #EBEULH i -

NFIafE IEEE 802.1 2 AIHEAE » AR E FehE St lE A8 pg ( Virtual Local
Area Network, VLAN) fZz2# @& ? DIEEE 802.1D @IEEE 802.1W QIE
EE 802.1Q @WIEEE 802.1X -

NHI{a[fE IEEE 802.1 R FIEEAE » N EFIEER (Spanning Tree )
E ? MIEEE 802.1S @IEEE 802.1X QIEEE 802.1P @WIEEE 802.1D -
B8~ IEEE 802.11g B E » PHIRu A & R IERE 2 O HIESRTHE
% 1. (Orthogonal Frequency Division Multiplexing, OFDM ) ¥ fii @4&
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82.

o
~

86.

90.

91.

92.

(3)

. (2)

(D

. (3)

(3)

. (3)

- (4)

. (3)

(4)

(2)

(D

fit CCK-OFDM 1 PBCC-22 WifE e X @A 2.4GHz AT R 54
Mbps {#Hifif 2R OFEEHEEEL 300 AR - NEERIEA 802.11b 5% -

R GLANGR (B > T YA (T FH A IEHE 2 O BERHUEE S EE (Peer to Pee
r) HYEERZERE QR AF 9.6kbps & 4Mbps #i[E > [ @444 A %
7 PR WY IE 5 (H i R DALIMNREEE R & F Ry S B A i 1 L R IR A )

DUR A fE (g o] DLGERTECER (Token Ring ) 48RS th rrhy J ([ vy Bl 3% 2% 5H
fE? OELEF xS OFfFLElZE QO EEE O hiZHHE -
NHNMErE Ry e 2K K MBS I RE#E 2 (DIEEE 802.3u @IEEE 802.3ac QIE
EE 802.3ab @IEEE 802.3z -

THE AR Hi SRR B 54Mbps ? (DIEEE 802.11b @IEEE 80
2.11ac QIEEE 802.11a @WIEEE 802.11n -

TR A RN IR L E AL M AR (CSMA/CD) Ffit ?
DGigabit ZRApE QFEHE ZKAEE D10Gigabit L KEEEE D EHE LK
g o

TN B JEE S EHEmE =X ( Asynchronous Transfer Mode, ATM ) 441&
AIEHAE (Cell) &E 2 D1600 fizytsd @1000 fiz 7tél @53 izt @50
fizcél -

AR &N EHE 2 OALIMF A ZEE FEBEY) @48 AR AT
ERHEE QIEEE 802.11a 2 MAR M S 1Y M el ih € @SS G EL LB
o2 BB O T o

8 7> 1Psec (Internet Protocol Security ) » NHIFGHI A& R EHE 2 OIPs
ec HLAZERIHEEL g P inHinZ 2@l E =@ e OQHE T ELEE 1P
$ERIfEEE (Authentication Header, AH ) DLR IP £f#E522 2 Bi{#, (Encapsu
lating Security Payload, ESP) IP # BIEE8H ( Authentication Header, A
H) feft& Ry 56 B M i & M @5EEE R IPSec EA & 1P # IFE0H (Au
thentication Header, AH) DLK IP B 452% 2 Ffi#k ( Encapsulating Security
Payload, ESP) i &M@y CHBIER -

58 R Bk AH AR F G (Frequency Hopping Spread Spectrum, FHSS) - &
FIFCH ] N IEHE 2 D7E 2.4GHz HEX DL IMHz SRR H & 53 Ky 75 & 8
| {4 FEAEZEE (Radio Frequency Channel, RFC) @ffi FH BBl &g
25 W I AH [E HY SRR (Frequency Hopping ) #ETTERIEREUTEL 38 % DBk
AR B AR I R PR By 250ms @R ZEESF (Bluetooth) ERAHAVEL T -
THIEE Y AR Ik A B (Wireless Local Area Network, WLAN ) Z#%

gt > a IENE 2 D802.11¢ {H i 2R AR A Ph ] fs 48Mbps @802.11b F 5%
F|EE S (Bluetooth) HEEMT# (3802.11b HYFHfHZE AL 801.11a B
@802.11a M H {HF 2.4GHz WYHHEL -

TR R IEHE ? D% 4R I 5k 498 7 HUES (Access Point, AP) &
KA SR ES > FHFEZNE Q4L ERHE & DUEE S BRHY J7
AT @ZEm AL E (Multi-input Multi-output > MIMO ) % i 8 F| F
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93. (4)

94. (4)

95. (3)

96. (1)

97. (3)

98. (4)

99. (2)

100. (2)

101. (4)

102. (2)

103. (4)

55 B e 1Y 26 {18 R 48 25 B 8 0L 38 2R BN % - (B BRE A 32 lc s FH 25 {18 K 4 B2 U I
WAR IR E R @ B Rl K0 77 89 4 48 48 i A1 2 Bf P i 48 25087 Ry (i 24 77

BE N IEAZ 73 #826 T. (Orthogonal Frequency Division Multiplexing, OFD
M) B > AR R IERE 2 O 0] —{EHH 8 U) B 5 2% (8 T4 8
A AF 35 Ee - 5 18 [F] B (#1555 @ OFDM P iy aisi & 5 AH1EAS - AL
A HEMHT#E OFF OFDM A&z » WHIERHMEEARE S B S5
A5 #2315 LB I @OFDM A 75 R0 R AR 22 i 18 {6 iy 46 78 Py 28 Al AT
T8 (Inter Symbol Interference, ISI)

B 7Y IEEE 802.11¢ » FHIFM [ & R IERE ? OfFEHR 2.4GHz FHEE @k
{2 2 s S4Mbps Qi A {H 2 Z2 A1 802.11a fH A @ AL 802.11b
EES

B8~ IEEE 802.11n > TR & R EWE 2 ORHEZE AL E (Mult
i-input Multi-output, MIMO ) Fzffr @ 0] [5 0 FI FH 2 4H 09 K 47 (3 2% 51 5% >
P U RN R R E RS > kT EE R EHE R ER SRR E OF
Hol ey 20 T BE B2 F 24Mbps @ 828 I 4F BR M BEUR IR 09 J5 iz 1% > ] DUFI]
FH 26 R 4R (H 5 B — fnom iy ER SR 45 B »

B8~ IEEE 802.11a > FHIAH /& R IEHE 2 OF DAL 802.11b/g HE @
i SGHz B Q@& A HR & 54Mbps @ #R L 802.11b &

THIRAREES (Bluetooth ) Z&fifal & A 1EME 2 DIEEE 802.15 & H B
BE O gl N @I RS Y AR QB 2 — M PR R - (RO~ KA
AR AR R flr QB S R ffr e 4 (S R E i 58 B B R R BIE E R @B F
F 2.4GHz #HEE -

2SS (Fading) WENKRZERNEE T —IH ? OZREHNEHE ©
TEEBHHEE QEEYEIEEHE @ RGN -

e 25 2 R S A [ R AT AT PR DU U P 1S Y 1 B 88 &0k} AT DA e o B
[ AR HY A G ER R > RITHURR 28 23 I v R B i = A U RV % 45 7 D1 &
@2 & Q3 & D4 % -

FERYITE > AEE THI—IH ? OIRIEFHE QERFHE QHRFHE
@OHfrFHE -

B B BURLE B R o thr - A HA T HIIEERS 2 O 25 =
/N Qe E OHZERNER S TIRE S OMtKs 2 T#

BE N2 ERfTEN B (E 24 (Global System for Mobile Communications, GS
M) o FHIEGEHE A ERE 2 OFF HE AL ERGE g Q@& RHME i 2R 1E 1
OMbps F| 100Mbps ~ [H @A fEHAE 900MHz ~ 1800MHz & 1900MHz @
BN E ARITEEE 2% -

I HE 5 1l (Long Term Evolution Advanced, LTE-Advanced ) &
BRATEEERMm? OF 1 OFE 2 OFE 3 DFE 4 (L -
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104.

105.

106.

107.

108.

109.

110.

111.

112.

113.

114.

115.

116.

117.

118.

(4)

(2)

(1)

(4)

(1)

(4)

(4)

(2)

(3)

(2)

(4)

(2)

(2)

(4)

(4)

BERTEEERY  FEETHI—(EZ4% ? OWCDMA @CDMA 2
000 @TDS-CDMA @WGSM -

Tl fE [EEE 22 R IER 5792 T (Orthogonal Frequency Divisio
n Multiplexing, OFDM ) #ffy ? @802.11a @802.11b (3802.11g @802.1
In -

T HI el £ 4t BL TEEE 802.11g fEAHMEHHE: ? OB (Bluetooth) @
273 {E (Global System for Mobile Communications, GSM ) @ %
B o FEL (Worldwide Interoperability for Microwave Access, Wi
MAX) @EAE/THEZEFZH (Wide-band Code Division Multiple Acces
s, WCDMA )

5 (Bluetooth) B TFIMofE4ERE ? ORI EHEE @MmpH T4
FE QDM LR BRI A B (D47 [ A &I s -

B2 9 (Bluetooth) /& AU —{EHHE: ? D2.4GHz @24GHz (3240MHz
@24MHz -

T FIE] T Ry f A R S A B T (SE FH R AR E ? (DIEEE 802.15 @IEEE 802.16
(QIEEE 802.3 @IEEE 802.11 -

o8 gy #61 [] O] IS A (] Ok v T B e 4R A i By (D48 A\ A B8 (2 &3 1 I,
Hpg QMGHED T AERS DR IR -

THMa &R BB R AIER ? OBEts OQZets @O 0Th
G DOEERS -

IEEE 802.11a B IEEE 802.11g BV = i 2R & D5.4Mbps @540Mbps
354Mbps @11Mbps °

TR AN B A 2.4GHz BYAEEY 27 OEES (Bluetooth) @IEEE 8
02.11a OIEEE 802.11b @IEEE 802.11g -

B8 7% IEEE 802.11n » TFHIFA ] & A EME ? @A 8L [EEE802.11b HE
@EdmERE ] AR 100 AR QA Z A Z T (Multi-input Multi-out
put, MIMO ) F1ly @& = E 2% & 24Mbps -

RE S @ 1 22 BE 9 iR %5 (Local Multipoint Distribution Service, LMD

S) TR E R IERE ? O FEES S OFEHZARAFRE
BB OBA RHFIERS M (Scalable) @R[EANREZRE -

B 7> IEEE 802 fEAE Frfd 2 2 ER 2548 » T FIR o] & 1 1R 2 (DIEEE
802.5 BITEC B4R 254 QIEEE 802.4 B RHIR49EL Z24% OIEEE 802.11
By 4 45 [ IR 49 B 29 1% DIEEE 802.3 By O K425 -

B3 K s — N B HE T A FE DI RE 2 O 5 ik n] @QL2FEZ OFHUVEE
DA -

GRS IR IR PEAED KA - Al SN2 Web falfkss —BAFIOR R 2 O
FKfE Lt @A EL4EEE (Internal Network ) QFMNERAEEE (External N
etwork) @IEEZEE (De-Militarized Zone )
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119.

120.

121.

122.

123.

124.

125.

126.

127.

128.

129.

130.

131.

132.

(3)

(1)

(4)

(1)

(4)

(4)

(3)

(3)

(3)

(1)

(2)

(1)

(3)

(4)

N B IR — e A ] A R AR R AV 22 2 DWEP @WPA 3SSID @1
EEE 802.11x °

RSA I EE AR AT AB 68 (n,e) R &8 (d) » w2 T 5k
—IERE? Qe fM1d HEBEE @dfln AEE @ed=1 mod n @(e-1)(d-
D=n -

S/MIME =21k ¥ {afEfEEfr 17 2 OPEM @MOSS @PGP @WMIME

SEEE M (Integrity) A G ORE MY —IHER 2 OFER D QRZHELE
FQOEEEN OEIEE -

SERLME (Integrity) 38 5 o &8 FHIIEE &7 ? ORHERZY 2
Q& NEHZ 2 QB OEEHITFHL -

JE\ b S BN B R R A —IE 2 O 4 A BLERAL @B a1 O g 12
TZEEY O HREEEE -

BB E B > B E TSRO R KRR e a DL FI—IE
FERrR? O%® QFEZ QO Ot%g -

DNS Cache poisoning K8 & i F E @ L EF R R 2 O HE P firik
Wb QF & LA EBA S TP Arhk#ag 2 H A E O FH &yt
FIFHEREY BV E OF HEFEERERSHES -

DoS (Denial-of-service) B8R & & pll T 7 —IA& R 2 OAR5EHELRHY
BRI @5 HEE R E G AT @' MAC firik @FHE)LE

DES WA M EE L/ Murit ? O56 fiz7t @64 izt @128 firgt @S5
12 izt -

DHCP #Z (Discover) sl & th 2 HHYH# (Destination) & 25 (Source) fir hik %
Bl 2 OHEAIHE : 0.0.0.0 > ZJJFH  0.0.0.0 @ HAYHE : 255.255.255.255 >
AJE 1 0.0.0.0 @HAYHE © 255.255.255.255 » ZKJFE © 255.255.255.255 @ H
AHE 2 0.0.0.0 » ZRJR © 255.255.255.255 -

B8 A~ 2% BB i s i E AR 4 A2 2 (Multi Protocol Label Switching, MPLS) 1 %E
2R s NN IERE ? ORESH=SR T > goind [P Arkk - HRE
TEEHEE P EEEWE I OREEHS T o [F—E L MPLS ik
BILEE TP 8 7% E Fh 42 85 (Hop) RI BE A [A] @QMPLS {58 FH [E & £ & 15 8 iH
24 1P 8 @F #ps (Link) B R - 84 MPLS E#r&e A £ELEA 1P
ZEaix 1 E 6000 fiz ARV E R (Datagram) E[HF 1000 fiz TTAH K
Him A/ NMTU) HY#ES (Link) - i Ee & & RHE 2 & 5H (Header) £ 20 (&
fizeél - A& RV R E A2 2 /D {1l 43 B (Fragment) 7 (D5 @6 @7 @8 -
BRE AL HEEEE(NAT) o 55 2% [a) & 28 27 3560 1 21 I (i ik e 4t B 371 o] 22
MpE AL bk IESE 2 O ESMNBAERS AL L - B — R 98 @[ —IME 4 E L
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133.

134.

135.

136.

137.

138.

139.

140.

141.

142.

143.

(3)

(3)

(3)

(3)

(3)

(2)

(2)

(1)

(2)

(3)

(2)

HE > E—EE QAR [E SN bl 0 REHRSE @FE—I N ERAE S Ak
NEESE -

EREE R (GEO) & A 35,800 AH - HEMIHEIE (End-to-en
d) FREEER /D 2 (5EE=300,000 km/sec) D0.1193 #» @0.17
9 F (30.2387 ¥ @0.358 ¥ -

R ARSI EARKRE 250 iz T4 Byte) W E B EHEE R » H o {EE
B2 ZINEYE(Overhead) (FRE AR ) &5t 25 firtél - HILEE 2 &k}
Bfif#k (Data Payload) i KRS &y 225 firjréH « &8 HH It 4 (F 2 850 fiz 4l
ZERGERE » AR HEBEBEINEE R ? O10% @11.11% @10.53% @
12% -

H— 1600x1200 B &R (PixeD Z# B > K& EEZRL 3 Iyt (Byte) &
7 o [ 64kbps IEUE MR EHE LG - B ARETERE > FIEZ /DR RHE
Bz 2 D102.86 B @411.43 ¥ @720 F @1645.71 # -
#at 2 (Iridium Project) Y 66 (KB 257 K 6 [E&EHBRAVIR - NiE
SRS > HETEIR 00 /38 o M & E % 9k (Stationary Tran
smitter) Y2 F(Handoff) F I G B 2%/ 2 D6 43 21 # @7 43 30
@8 57 11 #» @8 4y 21 Fb -

B R By 6 kbps [ HAFH#E L (Propagation Delay) & 15msec ©
SHE R /NAK A 2 /D (i T > o {5 B4 3G 25 55 (Stop-and-wait) #E il 2 2 2
B 50% B9%0%E 2 (1msec = 0.001 second) D120 fir7t @150 firot @180
fir & @240 fir 7t

(i F 2 BH RS (Hamming Code){# i 16 fir 7t 2 A » B MR BE UL 25 ] (11
WA IEE— LT - 2/O0BHEHZ D EmEAMIT 2 O6 @5 @4 @3

H TCP & H 1Gbps MIBEFRFE 2 K/ 65535 it el 2 — P 5IERE
(Window) ° i 2 B A {HFEAEE & 10 msec » ARZAE{EHRE
%/ ? D1.33% @2.62% 35.24% @10.48% -

MTHEE A PR BIRE - 5B k EZ BN H Z BRI K& ZE Ck » HA C=1/
(1+1/2+1/3+-+1/N) » FER AT K fr] 2 OFERZiphEHE @B (Long
Tai)E 5w OEEM (Moore) EE @LLM (Bil)ER: -

ettt R ERTA B AR A R ZER/D R AR I B 0y s
L P S 41 Ay el 2 (OUURE 5y FEEE S (Four Degrees of Separation) @75 &
SrPEEE s (Six Degrees of Separation) @t E 43 fFHE s (Seven Degrees of
Separation) @ /\JE 73 fF ¥ 5 (Eight Degrees of Separation) -

1B O B2 S ZE E B2 (Robin Dunbar) a8 B AR T nef NEIA IR E
A HE RS N B > T R BN 8 - IEEREEERE /D 2 D50 @100 15
0 @200 -

FF /NG Z SEFIR N EE TN KT 2 B 5 » &0 F DARR 50 B 8 K. Ne
tflix FEFRBHEuh 2 E#EEN - IR BE A 2 OFXZiph)E
# @& (Long Tai) ¥ iwm QOEEM (Moore) E & @ELM (BIlDER: -
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144.

145.

146.

147.

148.

149.

150.

151.

152.

153.

154.

155.

156.

(3)

(4)

(4)

(2)

(4)

(1)

(2)

(3)

(3)

(4)

(3)

(2)

(1)

THIaE BYEi4d (Internet of Things, 0T ) Z48E&JE T2 ThEe 2 Dt
WA EMIERE £ A EEEER @B A R K HEREE 1 QR B &
W SN E RHE 0 2 FE A B @R BOH R Wk 2 B R ET ST B0V R k&
A BY 48 (Internet of Things, [oT ) ZJEMHE FZIhaE 2 D8t
HAFEEREERAEE SR @EA BN LHEREE 11 OFF EiAljE
W B E R E I 2 FE AR @R BOI R W8 2 ERHETT I T 2R R frmt &

Y4 (Internet of Things, IoT) EAIE Z " ROHE My, B 7 P2 IR 48
(Gyroscope ) Z AU » NHIMIFH RN IERE 2 OO0 78 2 B 4 Fr T iy -
fr B RE QP foh B P2 I B 8V OF I BT SOE e @ a2
=W IR E .

Yilt4d (Internet of Things, IoT ) FERI b 2 HETEW » FHI{EH A EHE
Higrmft: ? OLED B @QFEER QKRIGREFEWR OFEJIEERK -
NEHMAE B Em EE 2 AS R # (Software as a Service, Saa

S) ? MGoogle Compute Engine @Google Storage @Google App Engine
@Google Apps °

THIEmRRE T BT T AEEHEE - T - SRR SRR
HEEER  DEHFBHEHPITFELRAGNEAEESERE | ZHER

% 7?7 MIaaS @PaaS @SaaS @XaaS -

THIEmRE T o B TR T R T Bl AR R A

I > P ERAENXGES KENXESE ) ZHBARE 2 OlaaS @PaaS @S
aaS @WXaaS -

THIEGRE T o (TRt " Eh A R AR E R FE
R A AR RES > A AL EERIa] ks |, 2B 2 DlaaS @
PaaS ®SaaS @XaaS -

N BN B E R 2 5B (Platform as a Service, Paa

S) ? MGoogle Compute Engine @Google Storage @Google App Engine
@Google Apps ©

EV TG oT)EIE T - UIBTE (5] Ak 25 1K By 6L ME 25 S & Im s (R F2 4 1P 2 4k
Hil ? OEE Ak @Web {@/fkgs @DNS fEfkes @DHCP fEfkzs -
DUt g ps S B B A 0 B g2 et g B R BB & 2 Of4#E3
@OfeHes QOrSHE DERSE -

fa] T R g 7] e aF (oE B BB B HUE R 2 Q&R OZImER O
i B (L QBT -

Rt > KFENEARIES - TDEME A S s & e

T o ZRESE G IR ARG EEE > DE RS REHELE
T 7 OfFEdlzs QEFMEEFZ Mt & A ke @RFID f£% @RFID #EHZ
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157.

158.

159.

160.

161.

162.

163.

164.

165.

166.

167.

168.

169.

(3)  FoftJEELk [ oY 48 B8 7 B P A S R A B 2 BRI SR N Y 7 D ARV R
L EE I EE @ n 48 VT O nl i O 2K H 22 (i it JE pE 5%
(Y A Y @] i AR A B EE S e REE B RS Y SRR e -

(23) NHUYRLE IP firkk » B IP firsik & 192.168.10.56/28 Z (& &5 1£ [F] — -4
pEHR ? (D192.168.10.48 @192.168.10.49 (3192.168.10.59 @192.168.10.
63 -

(124) THIYRLE IPv4 Az ik R T BE B L 7 D172.16.4.63 /26 @172.16.4.1
91 /26 @172.16.4.51 /27 @172.16.4.95 /27 -

(13) "THIYRLE IPv4 Az ik R F B YA W ERArkE 2 D10.11.12.113/28 @1
0.11.12.32/28 310.11.11.97/27 @10.11.11.128/27 -

(23) T HIGRLLFE 5 o] N 5R & L 2 % M4 (Confidentiality) 2 O II4GESHH =
@t E H{THE (Password) @I% (Encryption) @D &R -

(123) B AREN 24 - THIRCLIE TR 2 OLGRAENESR L RET R
QL EFEMEMER L IEFETh QAN HEZE R EE QR
ﬁ1§5ﬂJLl§Uﬁ%$ﬁﬁ‘ﬁT’E °

(234) B2 EHWEZ 2 BE - Ba TFIWt 2 ORTAEEREER ©
W LR T A BRI F g 40H &'T& T FR AT A 1Y 2 E H g 2 BB B 8 1Y 27 &
BUREIT ORERFTAE B EE R ZRE -

(124) THI0RLL & a1 2 58 B M (Integrity) Z P8RS 2 OBz 25 @ S # Al
% QID Fim{ThE @ =% (Hash Function) -

(124) B SREnfR EE EE - THIRCR L [ 2 Ohnfe & e i 5 i Ik
B im i E E B A Y QIR REDIRE OB T ER MR
DFEINZ=HEH > BeRdeEHREEER)T -

(123) B IEE TR R 2 s B - TR IFLE IEHE 2 O HE H D E IR S TH
IR % 88 QORSA BIEB I Z HE L O NABIE A B & 8@ fE
FEEE Oz REwEmngEEE AR -

(234) BRI B HEERAY 7 2 (i B(Hash Function) » TR L EH#E 2 O [FEAR
N HAEERELNEEE-ERE @B YA R BN mE ©
FEEEAXKHEZEEREHEERENHEE OKEHEBUEE
Fe MR E -

(14) 2 ity 68 48 BE — 38 (5 SR > FR(EIIR 28 T #k SMB(=5x220 byte) K/NYAE

ZF o RS AHE & 100Mbps » 75 % F i B e iz 78 ] 2 BE B £ 4000
B i E 2 (R HE (Propagation Speed) &y 2x108m/s(2A KU/FD) [
PNERE ZE 7 (Propagation Delay) 5z &g ZE#E (Transmission Delay) » N5
ROMIFFEL TEHE 2 OFERBILE K 0.02 #) @ F#mLiE F 0.01 ¥ QO FE T
B AL K R FR I g i N -

(23) INTEZ49ES R {ER Dijkstra MHEE > TR HBEHES A 2S5 HE 25

RIS TRHYRCA (Cost) DES IS A ERS g 1 muBEacA R 15 Qg H
A EEEHES H o EEEEHAR 12 QO Hes A £i5HE E > &R
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ARy 10 @FsHas A 2E & C o AR AR 13 -

85
Do
ol R

170. (234) 7> T E 2 485& 55 Dijkstra BHEEL - i HEg tas E 2 & &5
FAES IRV R AN (Cost) DS 88 E B Has A » B BS 18Rl Ry 8 @E%EB
s E 2 HEE B mERKSHAR 6 QS HE E £ Hes C > K
A By 5 @E%EE%% E :I:E%EEE% D AR TERA R 4 -

171. (23) EhHE T H4H BE T & ( Dynamic Host Configuration Protocol, DHCP) Z £
(Discover) & F1 2 H Y (Destination) & 3 JE (Source) fir ik & A 2 @
HAYHLAL 1E:0.0.0.0 @75 7 41k:0.0.0.0 @ H Ay firdik:255.255.255.255
@A IR HE:255.255.255.255 -

172. (123) BE R~ EhHE F 140 BE 177 E (Dynamic Host Configuration Protocol, DHCP)
S AT HARY R - AR IERE 2 OFFK [P irkk 2 F4#% > FE#E DHCP
2 (Discover):HE. @DHCP &k #s LL DHCP #2 ft (Offer) s/ B B #% (Unic
ast)[o] & DHCP ££Z (Discover)slE QFE K IP firhk 2 E# » E# DHCP
i K (Request)sHUE » 555K IP firsik @DHCP {8z &5 LA DHCP 2t (Offer)
sHEEEF& (Unicast)[a] € DHCP %K (Request)sHE -

173. (134) BER R EARRE (Stateless) g & 2 Rl » T AR ERE 2 O EE K B E(Re
quest-Response) 3 & (Transaction) Aif A 75 55 & 37 2 (Connection) @75 4
Fr&&um i & 2 HPEIRRE @& 55 KB E (Request-Response) Z 3¢ 5y (Trans
action)fH B ¥ 17 @R 4648 SZ 7 {# i i & (Hyper-Text Transfer Protocol, H
TTP) B—fE A EiREEE -

174. (234) BAHN % 5B E s B 8 2 #2 (Multi-Protocol Label Switching, MPLS) &
2R s TR ERE 2 ORESHE T 0 SeieE P il - FHIRBEE
EEE P EBE 2T m @QREsHEST o [J—E A B TP fE2E 2 T E
i 4 BE (Hop) AT BE AN [B] D FEER & FEHF - MPLS S48 408 = Lh 1P s
@ A EE &SR EE P HE -

175. (14) IEEE Ethernet sRAEfZHE (Frame Header)fl& N ARz 2 OzJREH
A MAC fizik @25 B H 1y 48 s Az it QAR &L H 1y MAC iz sk DL
Fe AR L H By 4 pE Az ik @FCS Mfr -
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176.

177.

178.

179.

180.

181.

182.

183.

184.

185.

186.

187.

188.

189.

(134) TCP/IP A4 & Tkt fg 2 OFEH &g (Application) @A JE (Session)
Qe & (Transport) @DHIME 4GRS & (Internet) -

(34) B ICMP £ 1 » FHIFEFLEERE 2 OICMP HESE U E] TCP E (S
egment) @ICMP {r3& &R (Datagram)ix 2 QICMP A £ F 5 A 44
P& REFE B & A @WICMP #ZE £ 4E [P EftE (Datagram) o

(24) T FIGRLE IR FEEER A TCP € 2 ODHCP @SMTP @SNMP @FTP -

(13) TR i 7% TR A UDP fE ? ODHCP @SMTP @TFTP @HTTP

(34) TNHIWRLL £ & & (Application Layer)iR% 2 OIP @TCP @ Telnet @FT
P o

(134) FHIIEEL 2R S22 H % H] 2 D4 & (Buffering) @ E #(Cut Through) @
B (Windowing) @ZEZFE R % (Congestion Avoidance) °

(14) TNHIHFLL B & el ZE EHR A OSI 2B A 7 [HIA 2 D495 @ sl E 2 (P
rocess) sy X T B 1L 2 I ~ Beat M BREE 2 /N TT iR @1 (5] g ps f5F R AE [E] Y
ol BT ER QO (M A R AR E M R RS ER
HEpgtk @E R ILE A P& g E B FHRY IR - (BEEEEREL -

(12) NHIHFLEZ E-mail Frk HEVE T E 2 OPOP3 @QIMAP4 @SNMP @T
elnet

(13) FEASHAVHEEE REEL OSI A it g 2 OEfRE QMg @&
wHrk g OEmE -

(123) THIHFLLEE Y 130.110.8.0/22 BY44EE TP firk ? 1D130.110.9.0 @130.110.
10.0 ®130.110.11.0 @130.110.12.0 -

(123) THIHFE AR & 7 Class C BV4ERE Atk ? (D15.25.35.45 2150.25.35.45
250.25.35.45 @200.25.35.45 -

(23) BEFY RIPv2 > FHIELHHFLL [ERE 2 (DRIPv2 25 H 2% #%& (Multicast) ¥ 5 2
24.0.0.7 @RIPv2 & Distance Vector i E i A Hop Count {E Hit&E O
RIPv2 $2EASCLL R MDS Rt 5 o1 Eaag s =t @RIPv2 7HEZHY Hold Dow
n Timer & 240 #b -

(34) BHIY PPP BgsgliE » PHIRCBL ERE 2 OF WAN ZH B R CHAP(C
hallenge Handshake Authentication Protocol) i » A& fill % (i FH & 4 18 DA
KEME Q8 WAN #HEEEH PAP(Password Authentication Protocol) B »
0 TR RS Q& WAN # B CHAP(Challenge Handsha
ke Authentication Protocol)H§ » & fI% (i F & 241 DL K& W @& WAN
P PAP(Password Authentication Protocol) B » A& i {8 A & %4
TR -

(34) Z%iH SLIP(Serial Line Interface Protocol) 5 ¥ ¢ PPP(Point to Point Pr
otoco)WF » BRA] 7 & L MM €40 - BHWLEFERAIEEK 2 OPPP d]
£ g /E @SLIP A% #& TCP/IP OPPP ¥ iZE @PPP H &R g
HITZhEE -
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190.

191.

192.

193.

194.

195.

196.

197.

198.

199.

200.

201.

(12)

(13)

(34)

(24)

(24)

(23)

(24)

(23)

(14)

(23)

& [F— BT RCB 7 BRAE A FAE Jg s - dEg e e fEH VLAN(Virtual Local
Area Network) YR REIELE 2 O A Eir B R E A B —E FIEF4H (De
partmental Grouping) @Z & F & QF M FH E#E 491k (Broadcast Domai
n) @1{F A5 H 4> #1177 %2 (Segmenting Protocol) ©

{5 4% NetFlow BF > BRLEMEz o] FHLASRRR & 2 O H M [P fzik @
B 7 @RI @ARIE MAC firdk -

BAY IPv4 B2 IPv6 firsik » THIRCIBEL IEHE 2 DIPv6 iLik &5 & 32bi

t o AT NERIRR @IPv6 firtk & & 128bit » il DL+ HIFR R GIPy
4 sk R Ry 32bit > W DA 2EHIFRIR @IPv6 firik &5 K 128bit » LA
+NHERIRTR -

RS IPv6 firhik » THIRCRIEEEE EHRE 2 O ELL 0 BBHEE @ LIW E 5 9%
RFTR A S EEFIR AL AV 0 E QLIRE 57 5% 7 bef iz @B —/y 77
[ 7] A5 2 A SRR IPve firdk -

B 7Y Classless PSR E » THIRCHRIFLE EHE 27 OF naF AR #HEN
ALk @ R FEHAEEEN T4 EE QRIPv] B Classless P&
HiE @RIPv2 B Classless BEHE -

B8}~ Distance Vector B Link State BEHHTAE > FYIRGIEELE IEHE 2 DLi
nk State 7EHA 2% H5C B HFE T ATA BLEIAY /1 @Distance Vector &

A SRR RS R T AT A RLEIAY /il GLink State Lu%@%ZKEZ@%E’J

EHOIRBE PR PR A S 28 @Distance Vector 22 HEIEA LS 7 BB
FHIRRE TR R T A RS S -

RIPv?2 {5 A WF &6 75 2 DL o2 % f 28 B (Routing Loop) 2 (DCIDR @Split H
orizon @Authentication @Holddown Timers °

TR E VLAN HYEEL 2 O huhil 8 48 81 K/ @ 7o DAEE P (o
& #E T E R B Qb %2 ORI EE -
B8 A R ek [ I 49 % ( Virtual Local Area Network, VLAN) » "FZIEamp
RN 2 O VLAN Bz TR A B M @VLAN 2 DU
FEACHR (WAN Switch) REBEAVRiT Q@AM EML 2 RE @F
HAE RS SIS R E T2 EAY 3 EE (Grouping)

BHI IPV6 > FHIRGIIBEL IEHE 2 DIPV6 frak Ky 64 fir it - firdk 22 i
= EE 4096 @IPv6 FTfE 1Pv4 fir ik 22 R R AR RE @1Pv6 firtksy 7 8
4 0 4 16 frTT 0 FFAETTRR 4 (8 16 EHIBE @IPv6 frhkAT 4 frTTHE R
MR E M (Type Prefix) > FHLAEF [Pvo firubfHAY -

(124) V)48 (Internet of Things, IoT ) ZEHH] 73 K T AR =(E[E g ? ORA

(12)

Q4aig g QLS E QEME -

NHIE & EYEi48 (Internet of Things, [oT) Z i &I/& FZEIhEE 2 Ot
WA ERIE R ZE £ A EEEER @B A N K EEE 1 OF Bl E

WL E RHE N 2 IER g @8 BN K 5%~ R EAT BT EN R ol &

Page 69 of 70



202.

203.

204.

205.

206.

207.

208.

209.

210.

(12) BER®IEE4E (Internet of Things, IoT) EFIE > " BCHE M, » TFI#
A fe] 35 TEHE 2 ®{§3%j$$¢@ﬁ:5\-7§m/ﬁﬁ'&‘ mELBYRBEMNE OF
R ACBCRI TR - ELFRELANGR ~ R ~ JRIE - Sl - BEJT - =i
RO O RIEHTTH & RFID HHLZR @ RFID & AY)
B8 0 (BRG] DASC 8k A ol s H 5y BRE -

(34) BAWYIEE4E (Internet of Things, IoT) BAIfE > " Wraksifly , » THIRL
e[ EIERE ? OEEEYGEARUIRR S BB ENIE 1 OF
R ARBCRTTOE - BFRALANGR ~ R ~ JRE - uE - BJ7 - =#hin
HEEERHZE O RS TH & RFID E%# @iF RFID AYE# i AW
fe o YR Dl sk kol B O B8k RE -

(234) P49 (Internet of Things, IoT) EWAIfE 2 " ECHIE flr o > BERS = @0
Z & (Triple Axis Accelerometer) » NHIFL AL E A EHE ? OR{EMH XYZ
=z IR @ e EH X il e A QY 2 jEE A @]
B0 Z dh 2 heiE m e o

(123) P4 (Internet of Things, loT)EAIfG 2 " W&, BA A SEAR G AH 3%
Hl (Radio Frequency Identification, RFID) » ¥ #l {a] & E#E 2 ORFI
D fE#(Tag) » EEINAEENFEF L AR maVEM » TZEA] o EE)
Eﬁ(Active)@%ﬁ&%}ﬁ@Jﬁ(Passwe)@%&*@ @RFID % 28 (Reader/Write

THIRE BrE I/ AR P EREEE ORFID 2% (Tag) KiE S 25
(Reader/Writer) & G ML & 4 1 (E @ EE)=X RFID f&Z & (Active Tag)—
R NI=N P RVACER)

(123) ErmERE A S NIRRT ZE 70 ? OAHFZEPublic Cloud) QFFE

(Private Cloud) @& &= (Hybrid Cloud) @@ fEZ=E (Stratocumulus Cloud)

(12) NIST E&EZ EinE RS T YR B HE 2 O Bk (Softwar
e as a Service, SaaS) @ & BRI % (Platform as a Service, PaaS) Q4%
A8 B AR 75 (Internet as a Service, laaS) @—VJBIIE % (Everything as a Se
rvice, XaaS) e

(134) T %I o] FiE i B &8 5 35 Ui 2 B b > B i 5% i Bl IR %5 (Infrastructure as a Serv
ice, [aaS) ? WAWS EC2 (Elastic Compute Cloud) @Google App Engine
@OpenStack @ F#EE (= Hi Cloud -

(24) A E B E G EE 2 S & HIAR S (Platform as a Service, PaaS) ?
DGoogle Compute Engine @Microsoft Azure @OpenStack @RedHat Op
enShift o

(12) TFIMar & & 7S 35 v i B o 2 BR R e i B AR 75 (Infrastructure as a Service, |
aaS) ? MGoogle Compute Engine @Google Storage @Google App Engin
e @WGoogle Apps °
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